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Note

The Application Examples are not binding and do not claim to be
complete regarding the circuits shown, equipping and any eventuality.
The Application Examples do not represent customer-specific solutions.
They are only intended to provide support for typical applications. You
are responsible for ensuring that the described products are used
correctly. These Application Examples do not relieve you of the
responsibility of safely and professionally using, installing, operating and
servicing equipment. In using these Application Examples, you recognize
that Siemens cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice. If there are any
deviations between the recommendations provided in these Application
Examples and other Siemens publications — e.g. catalogs — the contents
of the other documents have priority.

Warranty, liability and support

We accept no liability for information contained in this document.

Any claims against us — based on whatever legal reason — resulting from
the use of the examples, information, programs, engineering and
performance data etc., described in this Application Example shall be
excluded. Such an exclusion shall not apply in the case of mandatory
liability, e.g. under the German Product Liability Act
(“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of
life, body or health, guarantee for the quality of a product, fraudulent
concealment of a deficiency or breach of a condition which goes to the root
of the contract (“wesentliche Vertragspflichten”). However, claims arising
from a breach of a condition which goes to the root of the contract shall be
limited to the foreseeable damage which is intrinsic to the contract, unless
caused by intent or gross negligence or based on mandatory liability for
injury of life, body or health. The above provisions do not imply a change in
the burden of proof to your detriment.

Copyright© 2008 Siemens | IA. Any form of duplication or distribution
of these Application Examples or excerpts hereof is prohibited
without the expressed consent of Siemens Automation & Drives.

For guestions about this document, please use the following e-mail
address:

online-support.automation@siemens.com
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Preface

Objective of this application

This application shows the interaction of radio components and switches in
a redundant network.

One focus is placed on the redundancy function and the access control of
these components.
Main contents of this application
The following main points are discussed in this application:
e Integrating SCALANCE W and SCALANCE X into a network
¢ Configuring different functions of the SCALANCE modules:
Redundancy (RSTP)
Infrastructure (WDS)
Access control (Access Control, RADIUS)
Diagnostics (Syslog, SNMP)

Creating network load by an FTP transfer

e Configuring the SNMP OPC server and changes of the device profiles

e Visualizing the network components using WinCC flexible via the
SIMATIC NET SNMP OPC server by SIMATIC NET.
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Note This application mainly deals with the configuration of the SCALANCE W
modules.

The Integration of SCALANCE X into Office Networks application (BID:
29217038) gives a detailed description of the office features and test
scenarios for the SCALANCE X-300 and X-400 series.

Delimitation
This application does not include a description of
e the WinCC flexible visualization software
e Industrial Ethernet
e wireless LANSs

Basic knowledge of these topics is required.
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The documentation of this application is divided into the following main

parts.

Part

Description

Application Description

This section provides a general overview of the
contents. You are informed on the components
used (standard hardware and software
components).

Principles of Operation
and Program Structures

This part describes the detailed function processes
of the hardware and software components involved,
the solution structures and — where useful — the
specific implementation of this application. It is only
required to read this part if you want to familiarize
yourself with the interaction of the solution
components to use these components, e.g., as a
basis for your own developments.

Setup, Configuration and
Operation of the
Application

This part leads you step by step through the
structure, important configuration steps and the
commissioning and operation of the application.

Appendix

In this chapter you will find further information on,
e.g., literature, glossaries etc.
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of this document.

Reference to Automation and Drives Service & Support

This entry originates from the internet application portal of the A&D Service
and Support. The following link will take you directly to the download page

http://support.automation.siemens.com/WW/view/de/30805917
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Application Description

1 Automation task

Introduction

Wireless networks are often used in office networks. The construction of
industrial wireless local area networks (IWLAN) is gaining more and more
importance compared to wired networks.

SIMATIC NET provides a series of high-performance and robust access
points and clients that allow for the construction of reliable radio networks
under industrial conditions. In addition, the radio components are equipped
with a number of features which have so far been known only from office
networks:

Among other things, wireless LANs provide the following advantages
¢ no danger of wire break,

e no additional wiring for additional nodes,

e no wiring faults,

¢ simple connection to moving or inaccessible nodes,

¢ high data throughput possible.
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Overview of the automation task
The figure below provides an overview of the automation task.

Figure 1-1

®
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Description of the automation task

The automation task is to integrate SCALANCE W and SCALANCE X
switches into a common network. To ensure trouble-free operation, the
following aspects must be considered:

e Office redundancy method
e Infrastructure
e Access control

e Diagnostic method
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2 Automation solution
2.1 Overview of the overall solution

General overview

The following figure gives a schematic overview of the most important
components of the solution:

Figure 2-1
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Structure

The network shown has a redundant structure, i.e. if one of the paths fails,
the second path is used for the data traffic after a short interruption.

Three SCALANCE W788-x access points and a W746-1 client are used as
radio components in the data network shown. A SCALANCE X308-2 and a
SCALANCE X414-3E are the wired nodes.

A SIMATIC S7-300 station is connected to the W746-1 client using a
CP343-1 Advanced and a SCALANCE X108.

Two additional PG/PCs are included. One PC/PG is used as a network
diagnostic station, server and for engineering purposes. All server
programs, as well as WinCC flexible and SNMP OPC server for network
visualization are run on this PC. The other PC/PG is used as a test
component for access control.

V1.0

Page 10/180



Copyright © Siemens AG 2008 All rights reserved

30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

SI E M E N S Application Description

Automation solution

Configuration 12 Article ID: 30805917

"FTP" overview
The following figure shows the components that are part of the "FTP"

scenario:
Figure 2-2
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FTP data is exchanged between the S7-300 station and the server PC/PG.
Once enabled, the FTP client in the CP343-1 Advanced sends a message
to the FTP server every 20 seconds.
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Overview of the "redundancy method"

The following figure shows the components that are part of the "redundancy
method (RSTP)":

Figure 2-3
I (O -
e
]
\ B
=
I 1

Access point W788—%\(ﬂ
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AV

Access point W788-1

Z/

SCALANCE X308-2

Access point W788-1 SCALANCE X414-3E

The redundancy method is configured in the two SCALANCE X modules
and in the access points. The connection between the two SCALANCE X
modules is configured in such a way that is used as the preferred
connection.
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Overview of the "Infrastructure in IWLAN"

The following figure shows the components that are part of the
"Infrastructure in IWLAN (WDS)" scenario:

Figure 2-4
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Large-area wireless networks require an appropriate infrastructure. The
WDS introduced in this application is configured on all access points.
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Overview of the "Access control"

The following figure shows the components that are part of the "Access
control" scenario:

Figure 2-5
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Safety aspects are very important in the use of radio technology. This is
why the access control between an access point and a client/test PC/PG is
demonstrated.
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Overview of "diagnostic method"
The following figure shows the components that are part of the "Syslog and
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Figure 2-6

SNMP" scenario:
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The diagnostic method acts across the entire network, all components are
included.

A network diagnostic station visualizes the components using SNMP
variables.
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Overview of the methods
The following table lists the various methods with their respective standard
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functions:
Table 2-1

Method

Function

FTP

using the FTP protocol.
(RFC 959)

Redundancy method

Standard 802.1w)

Infrastructure in IWLAN

used for constructing an infrastructure.

Access control

The following functions are configured as
access control against unauthorized nodes:

e Access rights for IP addresses
e RADIUS (IEEE Standard 802.1X)

Diagnostic method

The following methods are applied for the
diagnosis of the network:

e SNMP (RFC 1157)
« Syslog (RFC 3164/ RFC 3195)

V1.0
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2.2 Description of the main functionality

Apart from data communication, the Industrial Wireless LAN by SIMATIC
NET offers a number of features that are partly known from office networks.

Redundancy
Infrastructure
Access control

Diagnostics

IT functionality

The redundancy method is used for protecting the communication in a
network. The network redundancy provides alternative paths which are
used during the failure of a communication connection. Multi-paths are
deactivated via the RSTP in order to avoid forbidden loops and double
or overtaking messages. The alternative paths are only activated if a
connection has failed.

The infrastructure in IWLAN enables the network and its ranges to be
extended without additional wiring.

The access control is used to refuse unauthorized access to the
network. This is done by establishing permitted IP addresses or a
certain login method.

If an event occurs within the network, the SCALANCE W is able to
respond to this event using several standardized diagnostic methods.
For example, Syslog and SNMP are employed in this application.

The following table shows how the IT functionality is assigned to the
SCALANCE modules for this application:

Table 2-2

No. Main function Description

1. Redundancy method (RSTP) e Al SCALANCE W
(IEEE Standard 802.1w) e Al SCALANCE X

2. Infrastructure in IWLAN o Al W788-x access

points

3. Access control (Access Control, RADIUS) e W?746-1 client
(IEEE Standard 802.1X) o \W788-2 access point

4, Diagnostic method (SNMP/Syslog) e AllSCALANCE W
(RFC 3164/ 2821) e Al SCALANCE X

V1.0
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2.3

Visualization for the application

General overview of WinCC flexible

The figure below shows the general overview of the network:
Figure 2-7

§Hi SIMATIC WinCC flexible Runtime

1721581.10 .Test'PG/PC
17215819

SCALANCE W786-2 SCALANCE X308
172 158.1.3 // .1 7215815

4
@ 2
SCALANCE W788-1 :
172.158,1.2 / |

End Ra SCALANCE W7aa-1 SCALANCE X414-3E Network dlagnoatlc & Server
1721581 1 17215814 17215

Access Control with RADIUS

Table 2-3
No. Item Description
1. Name and IP address of the | The IP address is determined from the
network node SNMP information.
2. SCALANCE W modules A mouse-click opens a new window.

3. Network nodes The display is controlled by SNMP
information; in case of an error or
communication failure, the node is

displayed red.

4, "End RT" button The runtime is ended.

V1.0
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SCALANCE W788-1 overview
A mouse-click on the first SCALANCE W788-1 opens the following window:
Figure 2-8

S SIMATIC WinCC flexible Runtime 9=[t3

UE=S :
SCALANCE W788-1
Power Cver Ethernet inactive
Power Over M12 active
WLAN INTERFACE

Charnel 4

Encryption ves

Mode mode-80211g 2

MAC 00.0f 3d.c2.1d.03

State ap-is-up

5510 Alpha

CoNNECTED AccEss PoInT

MAC 00.0e.Bcal 4368
Interface wirelessi
State ap-is-up

Table 2-4
No. Item Description
1. Power supply status The information is gathered from SNMP

variables.

2. Status of and information on | The information and the status are read
the wireless interface of the | from SNMP variables and displayed.
SCALANCE W

3. Status of and information on | The information and the status are read
the connected access point from SNMP variables and displayed.
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A mouse-click on the second SCALANCE W788-1 opens the following

window:
Figure 2-9

§H SIMATIC WinCC flexible Runtime

g

SCALANCE W788-1

Power Owver Ethernet inactive
active

Power Ower M12

WLAN INTERFACE

Charinel 4
Encryption ves
Mode mode-80211g 2
MAC 00.0f.a3.0d.7f a4
State ap-is-Up
551D Alpha
ConNNECTED Access PoINT  CoNNECTED Access PoINT
MAC 00.0f.3d.c2.1d.03 00.0e.8c.a1 4308
Interface wirelessl & wyirelessl
Ctate Ap-is-Up > ap-is-Up
Table 2-5
No. Item Description

1. Power supply status

variables.

The information is gathered from SNMP

2. Status of and information on
the wireless interface of the
SCALANCE W

The information and the status are read
from SNMP variables and displayed.

3. Status of and information on
the connected access points

The information and the status are read
from SNMP variables and displayed.

V1.0
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A mouse-click on the SCALANCE W788-2 opens the following window:

Figure 2-10

S SIMATIC WinCC flexible Runtime

q

—

T

SCALANCE W788-2
Power Crver Ethernet imactive
Power Over M12 active
WLAN INTERFACE 1 WLAN INTERFACE 2
Channel 4 1
Encryption ves yes
Mode mode-80211g 2 mode-80211b 2
MAL 00.0e 8c.al.43 b3 00.0e.8c.a1.43.c0
State ap-is-up ap-is-up
=sib Alpha Beta
CLIENT/AP 1 CLIENT/AP 2
A 00.0f.3dc2.1d.03 00.0e.8c.98.c1.f1
Interface wirelessi . wireless? .
State ap-is-Up associated
Table 2-6
No. Iltem Description
1. Power supply status The information is gathered from SNMP

variables.

2. Status of and information on | The
the wireless interface of the
SCALANCE W

information and the status are read

from SNMP variables and displayed.

3. Status of and information on | The
the connected access point
and client

information and the status are read

from SNMP variables and displayed.

V1.0
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SCALANCE W746-1 overview
A mouse-click on the SCALANCE W746-1 opens the following window:

Figure 2-11

£ SIMATIC WinCC flexible Runtime

—
SCALANCE W746-1
Power Cwver Ethermet inactive
Power Cwver M12 active
WLAN INTERFACE

Channel 1

Encryption Ves

Mode mode-50211b 2

MAC 00.0e.8c.95.c1.f1

State ap-is-down

| Access PoInT

WAL 00.0e.8c.a1.43.c0
Auth, Type radius-802-1x
State ap-connectad
Back
Table 2-7
No. Iltem Description

1. Power supply status

The information is gathered from SNMP
variables.

2. Status of and information on
the wireless interface of the
SCALANCE W

The information and the status are read
from SNMP variables and displayed.

3. Status of and information on

the connected access point

The information and the status are read
from SNMP variables and displayed.

V1.0
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2.4 Required hardware and software components

Hardware components
Table 2-8

Component No. MLFB/order number Note
SCALANCE X308-2 6GK5308-2FL00-2AA3 As of V2.2
SCALANCE X414-3E 6GK5414-3FC00-2AA2 As of V2.2; the
SCALANCE X414-3E has
a modular structure.
MM492-2 media module 1 6GK5492-2AL00-8AA2 2 X 1GBIT/S
MULTIMODE SC
additional module for the
SCALANCE A414-3E
SCALANCE W788-2 1 6GK5788-2AA60-2AA0 As of FW V3.4.4
SCALANCE W788-1 2 6GK5788-1ST00-2AA6 As of FW V3.4.4
SCALANCE W746-1 1 6GK5746-1AA30-4AA0 As of V3.3.15
SCALANCE X108 1 6GK5108-0BA00-2AA3 Another switch can also
be used.
CPU 313C 6ES7313-5BF03-0AB0O
CP343-1 Advanced 6GK7343-1GX21-0XEO
Power Supply 6ES7 307-1EA00-0AAQ Power supply unit with
PS 307 5A 24V output voltage
PC/PG 1 With Microsoft Windows
XP Professional SP2
Server 1 Standard industrial PC With Microsoft Windows
Server 2003 Standard
Edition Service Pack 2
Accessories
Table 2-9
Component No. MLFB/order number Note
|E FC standard cable GP | 1 6XV1 840-2AH10 Minimum order quantity
2x2 20m
IE FC RJ45 plug 180 10 6GK1 901-1BB10-2AA0
IE stripping tool 6GK1 901-1GAO00 Stripping tool for Ethernet
cables
SIMATIC NET FO 1 6XV1873-6AH20 Prepared with 2X2 SC
STANDARD CABLE plugs, length: 2m
50/125
MPI cable 1 6ES7901-0BF00-0AAQ For connecting SIMATIC
S7 and PG, length: 5m
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Component No. MLFB/order number Note

Antenna for second 1 6GK5795-6MR00-0AAG Another antenna can also

interface of SCALANCE be used. Make sure that

W788-2 the clearance between the

antennas of both
interfaces is at least 50cm.

Power M12 cable 1 6GK1907-0DC10-6AA3 Content: 3 pieces
connector

SIMATIC software components

Table 2-10
Component No. MLFB/order number Note

SIMATIC STEP7V5.4SP3 |1 6ES7810-5CC10-0YC5 Or higher

SIMATIC NET SOFTNET S7 | 1 6GK1704-1LW64-3AA0 | Maximum 8 connections

LEAN 2006 The SIMATIC NET
software CD is included
with the license.

SIMATIC NET IE SNMP 1 6GK1706-1NW64-3AA0

OPC-SERVER BASIC/2006

SIMATIC WinCC flexible 1 6AV6613-0AA01-1CA5 V1.2

2007 Advanced

Additional software

The following software components are freeware and available free of
charge via the internet:

Table 2-11
Component No. Note
FTP server software 1 For FTP reception; e.g., Jana Server
Syslog server software 1 For receiving the Syslog messages; e.g., Kiwi
Syslog Daemon by Kiwi Enterprises
Network sniffer 1 For monitoring the data traffic; e.g., Wireshark
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Sample files and projects
The following list contains all files and projects used in this example.
Table 2-12

Component Note

30805917_SCALANCE_W_OFFICE _CODE_v10.zip This zip file contains the STEP 7
project, the WinCC flexible
project, device profiles and
standard MIBs

30805917 SCALANCE_W_OFFICE _DOKU_v10_d.pdf | This document.
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2.5

25.1

Note

252

2.5.3

Alternative solutions
Further office requirements

Apart from the IT functionalities already mentioned, the SCALANCE X-300,
X-400 and W families also support further features used in the office
environment:

The Integration of SCALANCE X into Office Networks application (BID:
29217038) gives a detailed description of further office features and test
scenarios for the SCALANCE X-300 and X-400 series.

MAC-based access list

Alternatively to the RADIUS server authentication, SCALANCE W access
points support the access control list. The concept of an ACL is based on
the assignment of MAC addresses and access rights. The following access
rights are available:

o Allow: The client with the configured MAC address is allowed to access
the access point.

e Deny: The client with the configured MAC address is denied the access
to the access point.

e Default Key: The client with the configured MAC address is only
allowed to access the access point if the default key is used for
encoding.

e Private Key: The client with the configured MAC address is only
allowed to access the access point if the private key is used for
encoding. Different keys can be created for the individual clients.

Professional network management
Network monitoring using SNMP variables and WinCC flexible is a simple

and cost-efficient way of monitoring and diagnosing the network.

An alternative are professional network management systems, which can
take on many tasks at once. These include, for example:

¢ documentation, network analysis,
e diagnostics, recording and
e generating statistics of errors and message types.

Extensive statistics, recordings and information enable errors to be quickly
localized and pinpointed.
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Content

3

3.1

Principles of Operation

This part describes the detailed function processes of the hardware and
software components involved, the solution structures and — where useful —
the specific implementation of this application.

It is only required to read this part if you want to know how the individual
solution components interact.

General principles of operation

SNMP OPC server

What is OPC?

OPC is a manufacturer-independent software interface that enables data to
be exchanged between hardware and software. The OPC interface is part
of the software that runs on a PC as a platform for operator control and
monitoring systems or other applications.

Figure 3-1
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OPC server

Manufacturers of modules supplying process data (communications
systems, measuring instruments, etc.) provide their module with an OPC
server that interfaces to the respective data source. Aside from these
services, the OPC server provides information from any data source to the
OPC client; these sources can be hardware-driven data sources or
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software components. Each OPC server has a unique name for
identification.

SNMP OPC server

3.2

The SNMP OPC server enables the user to monitor SNMP-capable
network components and IP devices such as the SCALANCE X308-2 and
SCALANCE W switch also in plants. The SNMP OPC server is used as a
compiler from SNMP to the OPC interface of the HMI system. Read and
write access to the respective device information is possible. This enables
the diagnosis of individual devices up to a complete network infrastructure
and a control (only possible during write access) of device properties, e.g.,
activating and deactivating individual ports.

SNMP basics

What is SNMP?

SNMP - Simple Network Management Protocol — is a UDP-based protocol
that has been designed especially for the administration of data networks
and has meanwhile established as a de-facto standard in TCP/IP devices.
The individual nodes in the network — network components or terminals —
feature a so-called SNMP agent that provides information in a structured
form. This structure is referred to as MIB (Management Information Base).
In the network node, the agent is usually implemented as a firmware
functionality.

Management Information Base — MIB

A MIB (Management Information Base) is a standardized data structure
consisting of different SNMP variables, which are described by a language
independent of the target system.

The cross-vendor standardization of the MIBs and the access mechanisms
also enable to monitor and control a heterogeneous network with
components made by different manufacturers.

If component-specific, non-standardized data is required for network
monitoring, this data can be described by the manufacturers in so-called
"private MIBs".

The figure below shows the different possible variables from the MIB.
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Figure 3-2

@ Standardized data

 System information such as network
statistics, counters, tables

@ Extended standardized data

* e.g., data on network load (TMON) for
switches

@ Device-specific data

* e.g., status of the redundant power supply

@ Bridge MIB

* e.g., topological view using an "Office
tool"

Figure 3-3
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The MIB information has a hierarchical structure.

The following figure shows the structure of the standard MIB (MIB-2) and
the occurrence of the possible variable types mentioned above:
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The OID (Object Identifier) describes the address of the MIB object. The
address of standardized MIB objects is set by default. Private MIB objects
are always stored in the "Enterprise" directory. The manufacturer is
responsible for the addresses in this structure. The only requirement is to
register the manufacturer number.

Data flow for SNMP

The figure below shows the data flow for SNMP:
Figure 3-4

Manager

Cyclical data communication controlled by manager

i

MIB
e = =
-
] Trap —
- MIB

Event-controlled by agent

Agent

A network management solution based on SNMP works according to the
client-server model. The management station (SNMP client) can poll
information from the agents to be checked, which act as servers.

The MIB information is cyclically called from the management station and
visualized if required. In addition, the nodes are also capable of reporting
specific statuses to the network management station via traps without
explicit requests. With SNMP, not only monitoring the nodes but also
instructions for controlling the devices are possible. These instructions
include activating or deactivating a port on a network component.

Communication between agent and network management station is
performed in the background and causes only an insignificant network load.
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Device profiles

A device profile describes the scope of the variables of a device such as
the SCALANCE X310 that are mapped to the OPC server. Only variables
included in the device profile can be integrated into an application.

The SNMP OPC server also includes a so-called MIB compiler, which is
used to adapt existing profiles or create new profiles. This is done by
entering the required SNMP variables from the public and, if required,
private MIBs into the profile.

SIMATIC devices featuring special SNMP agents, e.g., switches
(SCALANCE X), the CP1616, CP443-1 Industrial Ethernet communications
processors etc., are already included in the STEP 7 directory with their
device profiles. For IP-capable devices without individual SNMP agent, the
SNMP manager can at least determine the IP address and the status of the
connection to this network node using the common TCP/IP "ping" status
check and provide this information to the SNMP OPC server.

Note The prepared device profiles are located in the following directory:
<STEP 7InstallationDirectory>/S7DATA/snmp/profile
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3.3

WBM — Web-Based Management

Web-based management enables the parameterization and monitoring of
network nodes and network components such as the SCALANCE modules
or terminals via standard internet browsers such as Internet Explorer or
Firefox.

Figure 3-5

Office

A browser is used to call HTML pages containing the desired information in
the modules. The corresponding module dynamically supplies these HTML
pages with information.

This requires only the IP address of the SCALANCE module and a
password to be able to perform a read and/or write access to the
information as a user or administrator.

Note When using the web-based management, no proxy sever must be set in
the connection properties of the internet browser.
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3.4 File transfer using FTP

Description

The File Transfer Protocol (FTP) is a method of transferring data reliably
via TCP/IP using commands. FTP is client-server oriented and available to
almost any platform. Two separate channels are used for the FTP data
connection:

e Port 21 for authentication and command transfer

e Port 20 for the data transfer

FTP types
There are two options for transferring data between server and client:

e Private FTP: Data transfer is only permitted for registered users who
must log on to the FTP server with their user ID and password.

¢ Public FTP: Data exchange is possible to everybody logging on as
Anonymous.

Process sequence

The File Transfer Protocol enables data transfer via TCP/IP networks. For
this purpose, the client establishes a data connection to one of the servers,
transfers data or requests special data and disconnects. This application
simulates a production plant in the SIMATIC S7-300 and selected data is
sent cyclically to the server using special FTP blocks.

Copyright © Siemens AG 2008 All rights reserved
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The file transfer is done using a private FTP, i.e. the CP343-1 IT must log
on to the FTP server with its user name and password. The login data, the
password and the IP address of the FTP server are stored in the DB10.

Figure 3-6
hddress |Hame Type Initial wvalue
o.o STRUCT
+0_0) |IP_ADE STRING[10O0] ‘17z 188 1.7
+102.0] [user STRING[Z2Z] 'CPadl!
+136.0| |password STRINGI[3Z] 'adwmin'
+170.0| |filenane STRING[220] 'DELOD . txt!
+392_0| [CP_LDER TOERD WElefl10
+324_0| |GAEB FILLER INT u]
+395.0| |FILETYFPE STRING[4] otxt!
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Note If you change the login data in the DB10, the changes must also be made

in the FTP server.

Schematic representation
Figure 3-7

S7-CPU

Production data

File name

The FTP blocks

Table 3-1

FTP | connection
FTP blocks :::::::::::::::::: D
Data | flow

S7-CP PC

Special blocks for the FTP data transfer are provided in the SIMATIC
library. The following table gives you an overview of the available blocks.

Block

Copyright © Siemens AG 2008 All rights reserved

Function

FTP_CONNECT

Establish connection to the FTP server

30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

FTP_STORE

Save data to FTP server

FTP_RETRIEVE

Retrieve data from the FTP server

FTP_DELETE

Delete data on the FTP server

FTP_QUIT

Disconnect from the FTP server

For FTP commands, it is absolutely necessary to observe the order of the

commands.

e FTP_STORE, FTP_RETRIEVE and FTP_DELETE can only be called
up after a successful FTP_CONNECT.

e FTP_CONNECT cancels with an error if a connection already exists.

e FTP_QUIT cancels with an error if there is no connection.
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The STEP 7 program
Figure 3-8
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OB1
FB2,DB2
FC44
Table 3-2
Number Name Function
OB1 Organization block; is called once per cycle.
FC1 FILL_DB Simulates data and writes it to the DB20.
FB1, DB1 | SEND_FILE Controls the FTP transfer using the FTP blocks
via a step sequence.
FC16 |_STRNG Library block; converts an INTEGER into a
STRING.
DB20 DATA Simulation data

FB2, DB2 | FILE_NAME Generates the file name comprising

body+date+extension.

FC40 FTP_CONNECT FTP function block; establishes the connection
to the FTP server.

FC41 FTP_STORE FTP function block; saves data as a file on the
FTP server.

FC44 FTP_QUIT FTP function block; disconnects from the FTP
server.

DB10 FTP_DATA Contains login data for the FTP server.

DB9 FTP_BUFFER Buffer for the FC41
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3.5

Redundancy method

Redundancy is a method for increasing the reliability of a network or a
system. A meshed network, as used in this application, is an example of
redundant networks. The nodes are connected to each other by several
paths. If one component fails, or a connection is blocked, the network
communication is still guaranteed and the downtimes are reduced.
Otherwise, through the redundant connections, message packages are
also transmitted twice, which leads to errors and increased network load.

To prevent this loop formation, the SCALANCE modules of SIMATIC NET
support the spanning tree method STP/RSTP.

The spanning tree method

The spanning tree method has been specified for the MAC layer. It
prevents the occurrence of double data packages in a switched Ethernet
network. The switches use a defined method to find the optimal path to the
other nodes and deactivate double connections.

The switches continuously exchange configuration messages, so-called
BPDUs (Bridge Protocol Data Unit). By means of the MAC addresses of the
packages passing through, the switches independently learn the topology
of the network. The network is considered as a tree.

Process sequence

The suitable path through the network is selected as follows:

After initializing the switches, a root bridge is first of all determined. Every
switch has an ID of which it informs the group. The bridge ID is 8 bytes long
(2 bytes bridge priority and 6 bytes MAC address). The switch with the
lowest bridge ID (i.e. highest priority) becomes the root bridge. All other
paths are determined from this root bridge. Apart from the bridge ID, the
switch also has a port ID (1 byte port priority and port number).
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The other switches become designated bridges and select a root port
from their ports in the direction of the root bridge. This selection is also
performed by means of BPDUs that the root bridge sends to the switches.

Figure 3-9

Path cost is equal
on all ports

Adjacent switches
have the same
BID priority

Port with the low est
port ID becomes the
root port.

Port with the lowest
path cost receives
the root port status

Port that is connected to
the bridge with the
highest priority becomes
the root port

The path cost is the reciprocal value of the bandwidth of a switch port:
1000/line capacitance in Mbps.

The status of individual ports and information on the path cost can be
monitored in the web-based management.

With SCALANCE X under Switch -> Spanning tree -> Ports
With SCALANCE W under Information ->Spanning tree.
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The designated ports are determined from the other ports which are
connected by a different switch. This is also done by sending BPDUSs. This
time the switches send messages to the connected partners.

Figure 3-10

Port with the lowest path
cost receives the
designated port status

Path cost is equal
on all ports

Adjacent switches
have the same
BID priority

Port that is connected to the
bridge with the highest
priority becomes the
designated port

Port with the lowest
port ID becomes
the designated port.

If something has changed in the network topology, or if a switch is no
longer reached, the network must be reorganized. This recalculation of the
tree takes up to 30 seconds at the worst. During this time, the spanning-
tree-capable switches must not forward any packages in the network
except for spanning tree information.

Rapid spanning tree

The rapid spanning tree method is based on the spanning tree method. It
was optimized with regard to the reconfiguration time which lies in the
seconds range for the rapid spanning tree method.

Example of a network configuration according to RSTP

The figure below shows a meshed network. RSTP is used to find the
optimal path to all nodes and deactivate redundant connections.
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| _Switchl |
BID:1
l 6 6
( | Switch 2 @ | Switch 3
[ / BID:2 6 BID:3
Switch 7
BID:7 I—
6 6
|_Switch4 | 6 Switch 5
6 BID:4 BID:5
g Path deactivated 6 Port 3
¢ Path activated f Sl 5 p
6 Path cost Port 1. BID:6  Port 2

The following table explains the principle of operation of this spanning tree

example:
Table 3-3

Step

Action

Note

1.

Switch 1 is declared the root
bridge.

Switch 1 has the lowest bridge ID.

The path between switch 2 and
switch 3 is deactivated.

The path cost between switch 2 (or
3) and switch 1 using this path is
higher.

The path cost between switch 2 (or
3) and switch 1 is 6. The path cost
between switch 2 (or 3) and switch
1 leading via switch 3 (or 2) is 12.

The path between switch 4 and
switch 7 is deactivated.

The path cost between switch 4 and
switch 1 using this path is higher.

The path cost between switch 4 and
switch 1 leading via switch 2 is only
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Step Action

Note

12. The path cost between switch 4
and switch 1 leading via switches 7
and 2 is 18.

4, The path between switch 6 and
switch 5 is deactivated.

The path cost between switch 6 and
switch 2 is the same in both
directions (i.e. either via switch 4 or
via switch 5). As switch 4 has the
lower ID (higher priority), the port
and thus the path to switch 5 is
deactivated.

5. The path between switch 6 and
switch 4 is deactivated.

The level of port priority decides on
the deactivation.

Bridge parameters with (R)STP

This screenshot shows the configuration window of the SCALANCE X for

setting the STP parameters of the switch.

Figure 3-12

Spanning Tree Configuration

Bridae Priority. | 32768

00-0E-8C-8A-D8-25|

Root Part: |:|
Topaology Changes:

Bridge Hello Time [g]: 2
Bridae Forward Delay [s]: 5

Bridge Max Age [s]: 20

Bridge Address:

Root Priority; | 32768

00-0E-8C-3A-D8-24]

Root Cost: Ijl

Last Topology Change: 44m

Roat Hello Time [s]:
Root Forward Delay [s]:
Root Max Age [s]:

Root Address:

The parameters have the following meaning:

Table 3-4

STP parameter

Description

Bridge Priority

2-byte and unique identification of the switch; part of the
bridge ID. The higher the priority, the lower the bridge
ID. The value set here must be divisible by 4096.

Bridge Hello Time

Interval between sending the configuration messages
(BPDUS) in seconds. The shorter this interval, the faster
the switchover of a redundant connection.
Recommended range: 1-10s
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STP parameter

Description

Bridge Forward Delay

Delay time when using new configuration messages in
seconds; new BPDUs are not used until the forward
delay time has elapsed. This ensures that the new
topology is only started after all modules are provided
with the necessary information. If the value is too low,
not all nodes use the new configuration information yet,
which causes a recalculation to be started.
Recommended value: 4-30s

Bridge Max Age

Indicates the maximum waiting time for a message in
seconds. Once this time has elapsed without the receipt
of a configuration message, the switch attempts to
reconfigure the network. The lower the value, the higher
the risk of unnecessary recalculation processes of new
paths in the event of connection interruptions.
Recommended range: 6-40s

Note The lower the number in the "Bridge Priority" field, the higher the priority
and the lower the bridge ID.

Port parameters with (R)STP

This screenshot shows the configuration window of the SCALANCE X for
setting the port parameters of the switch.

Figure 3-13

(Rapid) Spanning Tree Port Configuration

Fart: 9.1

(RISTP enabled Admin Edoe Port

Priority: 128 Admin Point to Point Status:
Admin Path Cost; a [ ] Pointto Point Connection
Path Cost: 200000 [1 Shared Media Connection
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STP parameter

Description

Port Priority

1-byte and unique identification of the switch; part of the
port ID. The higher the priority, the lower the port ID.

Admin Path Cost

Freely selectable path cost specification; if the value is
0, the path cost is calculated using the line capacitance.

Path Cost

Calculated value for the path cost (if Admin Path Cost
has value 0) or Admin Path Cost value.

Admin Edge Port

Must be activated if an end node is connected to this
port.

(R)STP status overview

The following section shows the RSTP status overview of the SCALANCE
W788-1. The upper part displays information on the current ID, MAC
address and priority of both the root bridge and the switch itself. Port-
related information is shown below.
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Figure 3-14
(Rapid) Spanning Tree Protocol St
Spanning Tree: enabled “ersion: RSTF
RootlD: B000000e5cTadE24 BridgelD: g00005000693d3d8
Root priatity: 32763 (0x8000) Bridge priority: 32765 (Dx8000)
Root MALC: 00-0E-8C-9A-D5-24 Bridge MAC: 03-00-06-33-03-08
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Topology changes: 4

Time since topology change: O days, 0:47:32

Port Mame En! Cost |Priotity) Edge | PAP,| Paort State  Rale
Ethernet = 100 128 b DISCARDING  DISABLED
WYLAN 1 b 33 128 Ed FORWARDING DESIGHATED
WYLAN 1 AR 1 = 100 128 " DIZECARDING  DISABLED
WYLAN 1 WAR 2 @ 100 128 " DIZECARDING  DISABLED
WYLAN 1 VAP 3 = 100 128 " DIZCARDING  DISABLED
WYLAN 1 WAR 4 = 100 128 " DIZECARDING  DISABLED
WYLAN 1 VAP & = 100 128 b DIZECARDING  DISABLED
WWLAN 1 VAP B : 100 128 b DISCARDING  DISABLED
WYLAN 1 VAR T = 100 128 b DIZECARDING  DISABLED
WYLAN 1 WDE 1 b 33 128 FORWVARDING ROOT
WWLAN 1 WDE 2 b 33 128 DIZSCARDING  ALTERMNATE
WYLAN 1 WDE 3 > 100 128 DISCARDING  DISABLED
WYLAN 1 WD 4 = 100 128 DIZECARDING  DISABLED
WWLAN 1 WDE & = 100 128 DISCARDING  DISABLED
WWLAN 1 WDE B = 100 128 DISCARDING  DISABLED
WWLAN 1 WDE 7 > 100 128 DISCARDING  DISABLED
WWLAN 1 WDES 8 = 100 128 DIZCARDING  DISABLED
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The columns have the following meaning:

Table 3-6
information Function
Port Name Plain text name of the port
Enabled Indicates whether RSTP has been activated for this port.
Cost Path cost for this port
Priority Current priority of the port
Edge Indicates whether the port is connected to an end node.
P.t.P Indicates whether the AP is directly connected to another
RSTP device.
Port State Status of the port:

e DISCARDING: no messages are sent from or to this
port. The port is deactivated.

e LEARNING: The port receives packages, however,
does not forward them. Furthermore, the MAC
addresses are entered in the "learning bridge".

e FORWARDING: The port is enabled.

Role Status of the port with regard to the root bridge:

ROOT: The port is the root port and directly connected
to the root bridge.

DESIGNATED: Port that is not directly connected to
the root bridge but enabled.

EDGE: No further switches are connected to this port.

ALTERNATE: Alternative path to the ROOT when the
topology has been changed. Is not included in the
current topology.

BLOCKED: Blocked port
DISABLED: The port is currently not in use.
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3.6 WLAN infrastructure

For implementing a complex radio LAN network, planning with regard to the
application environment and the expected data load is indispensable.
Aspects such as ground plan, building material, environment and range
must be considered critically in order to achieve an optimal radio
connection.

During normal operation, several clients communicating with each other are
logged on to one access point. There are also applications with several
access points communicating with each other, e.g., to cover a larger radio
area or build up wireless backbones (large networks which are connected
to each other).

Wireless Distribution System (WDS)

The wireless distribution system is a distribution system where several

base stations (access points) are connected to each other, in order to cover
a larger area. The access points do not have to be wired but transfer data
by radio. The access point partner can be configured both using its name or
its MAC address.

Schematic representation
The following figure illustrates this scenario:
Figure 3-15
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Restrictions

The following general requirements/restrictions must be observed when
using WDS:

o All access points that are connected by the wireless distribution system
must use the same radio channel.

e If WDS has been configured on one access point and clients are also
logged on, the usable bandwidth of the access point is halved because
every data package must be transferred twice. This can be corrected
using a SCALANCE W with two WLAN interfaces that can be operated
in parallel on different radio channels.

Figure 3-16
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e WDS cannot be operated using the iPCF function. iPCF (industrial Point

Coordination Function) is a proprietary method for controlling the data
traffic within a radio cell that has been adapted especially to industrial
requirements.

e The use of IEEE 802.11h (range adjustment, indoor and outdoor

channels) is not permissible for WDS paths.
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3.7 Access control

The access control is used to refuse unauthorized access to the network. In

Copyright © Siemens AG 2008 All rights reserved

30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

this application two methods are used.
e Access IP list
e |EEE 802.1X (RADIUS)

3.7.1 Access IP list
Description
The access IP list assigns certain access rights to IP addresses. This
allows for a restriction of the web-based management access to defined
addresses for the SCALANCE W modules.
Figure 3-17
Node 2 \\
IP address
172.158.1.9
Access IP list
+172.158.1.9
+172.158.1.11
Table 3-7
No. Action
1. An access IP list was created in the SCALANCE W and IP
addresses enabled for management access.
2. Node 1 is allowed to access the SCALANCE W management
because its IP address has been configured in the list.
3. Node 2 is denied the access to the SCALANCE W management
because its IP address is not included in the access IP list.
V1.0 Page 47/180



Copyright © Siemens AG 2008 All rights reserved

30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

SI E M E N S Principles of Operation

General principles of operation

Configuration 12 Article ID: 30805917

3.7.2

IEEE 802.1X (RADIUS)

Description

RADIUS stands for Remote Authentication Dial-In User Service and is a
client-server protocol for

e authentication
e authorization and for
e accounting

of nodes in the network. This access control is based on an external
authentication server.

If the RADIUS function has been activated on one access port, the node
that wants to connect to the network via this access point must first
authenticate itself before being granted access to the network.

Process sequence

The SCALANCE switch (authenticator) requests the authentication
information from the node (supplicant) and forwards it to the RADIUS
server (authentication server). The authentication server checks the access
authorization of the supplicant and informs the authenticator whether the
supplicant will be granted access to the network. Depending on the
response of the authentication server, the authenticator enables the port or
disables it.

This network record shows the negotiation process between the
SCALANCE switch and the RADIUS server:

Figure 3-18

172.158.1.3 172.158.1.7 RADIUS  AcCcCess-Request(l) (id=10, 1=228)
172.158.1.7 172.158.1.3 RADIUS Access-challenge(1l) (id=10, 1=10%)
172.158.1.3 172.158.1.7 RADIUS Access-Request(l) (id=11, 1=237)
172.158.1.7 172.158.1.3 RADIUS  Access-Accept(2) (id=11, T1=2857

The RADIUS protocols have the following meaning:
Table 3-8

Protocol Description

Access Challenge | Is sent by a RADIUS server as a response to an access
request message. This message is a query to the supplicant
because the RADIUS server needs more information for
authentication.

Access Request Is sent from an authenticator in order to request the
authentication and authorization for a connection attempt.

Access Accept Is sent by a RADIUS server as a response to an access
request message. This message informs the authenticator

that the connection attempt is authenticated and authorized.
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Authentication type

Note

The authentication type describes the mode of authentication the access
client uses for authentication. A distinction is made between

CHAP (Challenge Handshake Authentication Protocol)

EAP (Extensive Authentication Protocol)

PEAP (Protected Extensive Authentication Protocol)

MS-CHAP (Microsoft Challenge Handshake Authentication Protocol)
MS-CHAP v2 (Microsoft Challenge Handshake Authentication Protocol)

The SCALANCE W746-1 supports the PEAP and MS-CHAP v2
authentication types.

Schematic representation

Figure 3-19

Supplicant

EAP protocol

RADIUS protocol
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Table 3-9
No. Description
1. The RADIUS function was activated in the access point the node (supplicant) wants to
connect to.
2. The SCALANCE W (authenticator) sends an EAP request identity to the supplicant.
3. The supplicant responds with its identity response.
4. The authenticator converts the EAP protocol into a RADIUS protocol.
5. The authenticator sends the message to the RADIUS server (authentication server).
6. The authentication server checks the authorization of the supplicant and sends the
result to the authenticator.
7. If the supplicant was accepted, the authenticator enables the WLAN. Otherwise, the
WLAN remains disabled.
3.8 Diagnosis & network management
né Diagnostic methods are a must for every network. These methods can help
g; to recognize and eliminate errors or failures in a network quickly.
@ 7
w2
§>§‘ 3.8.1 Syslog messages
=8
g Description
Qo
2= Syslog is an application that transfers simple plain text messages in the
5¢ network using UDP.
w3
%% The components of a Syslog message are:
=X
§§ e The error message in plain text.
” ¢ Priority of the message. The following stages are differentiated here:
- Emerg: very severe error, failure
- Alert: severe error
- Crit: error, critical state
- Warning: warnings
- Notice: normal messages
- Info: information
- Debug: mostly insignificant information
e Generator of the Syslog message (facility).
¢ Header with time stamp and IP address of the sender.
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Process sequence

If a configured event occurs, the SCALANCE components automatically
generate a Syslog message and send it to the Syslog server.

Events to be reported
The following events are reported via a Syslog message:
e Cold and warm start
e Link change (link up/link down)
o Failed authentication
e Error status change
e Change in the RSTP topology

Figure 3-20

4 Kiwi Syslog Service Manager (Version 8.3.30)

Bl Eot Vew Mansos Help

L A B8 [Display 00 Defoult) >

Date | Tiwe |  Pioity | Hosiname | Message

07-31-2008 02:31:46 LocallDebug 17215873 [LOGTABLE] Reslast 45: 00:0211: Overlap-AP found: AP ‘Funkloch® [00:0F: 30:C210:03] lound on channal 4 [sgral 12 )
07-31-2008 02:30:48 Locald.Debug 17215813 [LOGTABLE] Restast 45 00:0212: Overlap AP found: AP 'RMS-FEL2-54-TEL-069122-99210° [00:02:6F: 36:4F:85] found on channed 4 [signal: 10 X)
07-31-2008 02:29:56 LocallDebug 17215813 [LOGTABLE] Restast 45: 00:01:20: Overlap-AP found: AP ‘Funkloch® [00:0E :BC:A1: 43:88] found on channel 4 [signal 47 X)

07-31-2008 02:29:52 LocsllDebug 172158713 [LOGTABLE] Rectast 45 00:01:16: Overlap-AF found: AP ‘BlackH ole’ [00:0F BC:A1:43:00] found on channed 1 [signal 51 %]

07-31-2008 022301 LocallDebug 172158.1.8 [LOGTABLE] Restost 45 00-00:00; Cold start performed

07-31-2008 02:29.01 Lacoll.Debug 172158.1.8 [AUTHLOG) 00:00-04 device O0-0E-8C-A1-43-C0 with event ‘client associated”

07-31-2008 02:29:01 Locall.Debug 172158718 [AUTHLOG) 00:00:04 device O0-DE-8C-A1-43-C0 with event ‘client aulhenticated
07-31-2008 02:29:00 Locall.Debug 1721581.3 [AUTHLOG) 00:0M:-18 device O0-0E-AC-38-C1-F1 with event ‘client pazs RADIUS successiul'
07-31-2008 02:28:59 LocallDcbug 1721581, [LOGTABLE] Restart 45 D0:00:17; [RISTP: topelagy change dofested.

07-31-2008 02:28:59 Local).Debug 172.158.1.3 [AUTHLOG) 00:00:15 device 00-0E-SC-98-C1-F1 with event ‘client associated’

07-31-2008 02:28:59 Locall.Debug 172158.1.3 [AUTHLOG) 00:00:15 device 0D-0E-BC-98-C1-F1 with event chent aulhenticaled
07-31-2008 02:28:59 LocallDebug 172.1581.3 [LOGTARBLE] Restart 45: 00:00:15: [RISTP: togology change detected

07-31-2008 02:28:59 Local)Debug 17215813 [LOGTADLE] Restat 45: 00:00:14: Power Ethernet is off

N7-31-2N0R 0259 | acall Dabun 172 1587 3 116 TAR F1Ractant 45 D000 T4 WIAN 1 WTS ¥ un
100% | 30 MPH

Prerequisites

The following prerequisites are required for the Syslog function in
SCALANCE:

e The Syslog function must be activated in the switch.
e The Syslog function must be active for the respective event.
¢ There must be a Syslog server in the network.

e The IP address of the Syslog server must be made known to the switch.

The events and the required address can be configured using the web-
based management.
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3.8.2 The SNMP network management station

A network management station manages the complete network and the
nodes.

Description

The visualization for the network management station of this application
was generated in WinCC flexible. Apart from a general overview of the
network, it also displays individual information on the SCALANCE W
modules.

All the data and information is polled from the components via SNMP.

Process sequence

The configuration of the SNMP OPC server includes the definition of the
complete SNMP data from the MIBs of the SNMP-capable devices that is to
be mapped to OPC variables. This information is automatically polled by
the SNMP OPC server from the SNMP agents of the accessible devices at
regular intervals.

By means of the OPC variables, the SNMP OPC server provides the data
received in this way to the OPC client — in this case the HMI system
(WinCC flexible RT).

OPC variable

If the connection to one or several devices is interrupted, e.g., by link down
of the HMI port on the SCALANCE X414-3E switch, the OPC variables that
are now no longer supplied are marked as invalid. However, the OPC
server permanently provides variables on the status of the connection.
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SNMP variables for the general overview

The following figure shows the variables used for the general overview of
the visualization:

Figure 3-21

£} SIMATIC WinCC flexible Runtime

CP343-1 A i
01?2.158.1‘10 Test-PG! PC
L 172.158.1.9

/f SCALANCE W746-1
@ 17215818

J/

SCALANCE W733-2 SCALANCE %30
172.158.1.3 e L // 17215815

2
SCALANCE W788-1 SCALANCE X414-3F @ @ Network diagnostic & Server
172.158.1.1 172.158.1.4 172.158.1.7

Access Control with RADIUS

SCALAMCE W7B8-1

172.158.1.2 @

These variables are used for the display of the IP addresses:

Table 3-10
No. Name Data type OPC item ID
1. CP343_IP String SNMP:[CP343-1]&ipaddress()
2. W746_IP String SNMP:[W746-1]&ipaddress()
3. Test PC_IP String SNMP:[Test_PC]&ipaddress()
4, Ww788-1_2_IP String SNMP:[W788-1_2]&ipaddress()
5. W788-2_IP String SNMP:[W788-2]&ipaddress()
6. w788-1_1_IP String SNMP:[W788-1_1]&ipaddress()
7. SCALANCE X300_IP String SNMP:[SCALANCE X308]&ipaddress()
8. SCALANCE X400_IP String SNMP:[SCALANCE X414]&ipaddress()
9. Server_IP String SNMP:[Server]&ipaddress()
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These SNMP variables provide the status of the node:

Table 3-11
No. Name Data type OPC item ID
10. | CP343_State Byte SNMP:[CP343-1]&statepathval()
11. | W746_State Byte SNMP:[W746-1]&statepathval()
12. | Test PC_State Byte SNMP:[Test_PC]&statepathval()
13. | W788-1_2 State Byte SNMP:[W788-1_2]&statepathval()
14. | W788-2_State Byte SNMP:[W788-2]&statepathval()
15. | W788-1_1_State Byte SNMP:[W788-1_1]&statepathval()
16. | SCALANCE X300_State Byte SNMP:[SCALANCE X308]&statepathval()
17. | SCALANCE X400_State Byte SNMP:[SCALANCE X414]&statepathval()
18. | Server_State Byte SNMP:[W788-2]&statepathval()

SCALANCE W information

The SNMP variables for displaying information are identical for all
SCALANCE W modules. This is why not all four SCALANCE W WinCC
flexible figures are explained here but the occurrence of the SNMP
variables is illustrated using one figure instead.
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Figure 3-22
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These variables are used for the SCALANCE W information:

Table 3-12

No. Name Data type OPC item ID

1. PowerOverEthernet Long SNMP:[W788-
2]snScalanceWPowerSupplyEthernetState

2. PowerOverM12 Long SNMP:[W788-
2]snScalanceWPowerSupplyM12State

3 Channel_WLAN1 Long SNMP:[W788-2]snScalanceWStatsChannel.1

4 Channel_WLAN2 Long SNMP:[W788-2]snScalanceWStatsChannel.2

5. Encrypt WLAN1 Long SNMP:[W788-2]snScalanceWStatsEncryption.1

6. Encrypt. WLAN2 Long SNMP:[W788-2]snScalanceWStatsEncryption.2

7 Mode_ WLAN1 Long SNMP:[W788-2]snScalanceWStatsWlanMode.1

8 Mode_WLAN2 Long SNMP:[W788-2]snScalanceWStatsWlanMode.2

9. MAC_WLAN1 String SNMP:[W788-2]snScalanceWStatsMAC.1

10. | MAC_WLAN2 String SNMP:[W788-2]snScalanceWStatsMAC.2
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No. Name Data type OPC item ID

11. | StateonWLAN1 Long SNMP:[W788-2]snScalanceWStatsState.1

12. | StateonWLAN2 Long SNMP:[W788-2]snScalanceWStatsState.2

13. | SSID_WLAN1 String SNMP:[W788-2]snScalanceWStatsSSID.1

14. | SSID_WLAN2 String SNMP:[W788-2]snScalanceWStatsSSID.2

The following variables are polled for the display of the status of the
connected client/access point:
Table 3-13

No. Name Data type OPC item ID

15. | MAC_Clientl String SNMP:[W788-
2]snScalanceWDevicesMAC.1

16. | MAC_Client2 String SNMP:[W788-
2]snScalanceWDevicesMAC.2

17. | MAC_Client3 String SNMP:[W788-
2]snScalanceWDevicesMAC.3

18. | Clientloninterface Long SNMP:[W788-
2]snScalanceWDevicesInterface.1l

19. | Client2oninterface Long SNMP:[W788-
2]snScalanceWDeviceslInterface.2

20. | Client3oninterface Long SNMP:[W788-
2]snScalanceWDeviceslnterface.3

21. | State Clientl Long SNMP:[W788-
2]snScalanceWDevicesState.1

22. | State_Client2 Long SNMP:[W788-
2]snScalanceWDevicesState.2

23. | State_Client3 Long SNMP:[W788-
2]snScalanceWDevicesState.4
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Setup, Configuration and Operation of the Application

4 Installation and commissioning

4.1 Installation of the hardware and software

This chapter describes which hardware and software components have to
be installed. The descriptions and manuals as well as delivery information
included in the delivery of the respective products should be observed in
any case.

For the hardware components, please refer to chapter 2.4. Please follow
the instructions listed in the table below to install the hardware components:

CAUTION = Do not switch on the power supply until the last step has been
completed!

Prepare the required connection cables.

Table 4-1
No. Action Comment
1. Prepare five Ethernet cables from the specified Alternatively, you can also use
accessories for the Ethernet connection cables. pre-assembled Ethernet
cables.
Installation of PC
Table 4-2
No. Action Comment
1. Install one Ethernet card respectively into the two When you are using a field PG,
PC/PGs. this card already exists.
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Overview

The figure below shows the setup of the application:
Figure 4-1

Power supply 3 SCALANCE

X108

Test PG/PC

Power

supply 1
24 I

2nd access point
W788-1

1st access point W788-1

Server/network management
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Table 4-3
No. Action Comment

1. Connect the SCALANCE X308-2 and
X414-3E, as well as the access points
W788-2 and W788-1 to power supply 1.

2. Connect the second W788-1 to power
supply 2.

3. Connect the S7-CPU to the CP343-1
Advanced via the backplane bus.

4, Connect the CPU, the CP, the
SCALANCE X108 and the W746-1 WLAN
client to power supply 3.

5. Supply a voltage of 230VAC for all power
supplies.

6. Plug the MM492-2 media module into slot | Slot 5 has a Gigabit port.
5 of the SCALANCE X414-3E.

7. Connect the server PC and the first Port 9.3:= server PC
access point W788-1 to the SCALANCE Port 9.4:9W788-1
X414-3E using Ethernet cables.

8. Connect the W788-2 to the SCALANCE W788-2 to port 6 of the SCALANCE
X308-2 using an Ethernet cable. X308-2

9. Connect the SCALANCE X308-2 to the Port 10 of the X308-2 to port 5.1 on the
SCALANCE X414-3E using fiber-optic X414-3E
cable.

10. Connect the CP343-1 IT, one PC and the
W746-1 to the SCALANCE X108 using
Ethernet cables.

11. Connect an antenna to the second WLAN
interface of the W788-2.

Note The installation guidelines for all components must always be observed.
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Installation of the standard software

Note The server PC is used for network management, engineering and as a
server.

Install the following software on the server PC.

Table 4-4
No. Action Comment
1. Install STEP 7 V5.4 SP3. Follow the instructions of the
installation program.
2. Install SIMATIC NET Edition 2006. Follow the instructions of the
installation program.
3. Install WinCC flexible 2007 Follow the instructions of the
installation program.
4. Transfer all required licenses.

Installation of the freeware software
Install the following software packages on the server.

Table 4-5
No. Action Comment
Install an FTP server software. e.g., Jana Server
Install a Syslog server software. e.g., Kiwi Syslog Daemon by
Kiwi Enterprises
3. Install a network sniffer. e.g., Wireshark
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4.2 Installation of the application software

General preparations
Unzip the file 30805917 _SCALANCE_W_OFFICE_v10.zip.
This folder contains
e the archived STEP 7 project IWLAN.zip,
o the device profiles for the SCALANCE modules and

e a zip-file with standard MIBs.

Retrieve the STEP 7 project

Table 4-6
No. Action Comment
1. Open the SIMATIC MANAGER and UnderFile -> Retrieve
retrieve the STEP 7 project iwlan.zip.

Reset the SCALANCE modules to the factory settings prior to
configuration. This ensures that no other connections or settings are
saved and the IP address of the SCALANCE modules is set to 0.0.0.0.

For instructions on resetting to the default values, please refer to the
SCALANCE X Manual (BID: 19625108) or to the SCALANCE W 78x
Manual (BID: 28529396).
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4.2.1 Adjust the IP addresses

Overview of the IP addresses used

The following table gives you an overview of the components and the IP
addresses to be assigned.

Table 4-7
Module IP address Device name

1.SCALANCE W788-1 172.158.1.1 W788-1-1
2.SCALANCE W788-1 172.158.1.2 W788-1-2
SCALANCE W788-2 172.158.1.3 W788-2
SCALANCE X414-3E 172.158.1.4
SCALANCE X308-2 172.158.1.5
Server/visualization 172.158.1.7
SCALANCE W746-1 client 172.158.1.8 W746-1
Test PG/PC 172.158.1.9
CP343-11T 172.158.1.10

IP address of the visualization station/engineering PC

The server PC is used for engineering and visualization. The figure below
shows the network setting to which you have to change the PG/PC.:

Table 4-8
No. Action Comment
1. Open the Internet Protocol Internet Protocol {TCP/IP) Properties

(TCP/IP) Properties via

B General
Start -> Settings ->
Net wor k Connecti on ->Local *'ou can get IP settings assigned automaticaly if your netwaork supports
A thiz capability. Othenwize, pou need to ask pour network. administrator for
Connecti ons. the appropriate IF gettings.

Select the option field Use
following IP address and fill in the
field as shown in the figure.

(2 Obtain an IP address automatically
(%) Use the follawing IP address:

IP addiess: 172 156 1 . 7 |

Subnet mask: 255 . 255255 . 0 |

Close the dialog boxes with "OK".

Default gateway:

() Uze the follawing DMS server addresses:

Preferred DNS server:

Alternate DNS server

[ oK ][ Cancel ]
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IP address of the SCALANCE X modules and access points
The network configuration of the SCALANCE modules can be performed

using the SIMATIC MANAGER.

Table 4-9
No. Action Comment
1. Set the S7 ONLINE interface to the

network card connected to the
SCALANCE X308 in the SIMATIC
MANAGER under Opti on ->
Set PC/ PG Interface...

Click OK to close the dialog box.

Access Path l

Access Point of the Application:

x|

[Standard for STER 7)

Interface Parameter &szignment Uzed:
|TCF'IIF'[Auto] -» Di-Link DFE-B28T= PCL A,

TCPAP -» Viware Virtual Etherne.. #
TCPAR -» Vidware Virtual Etherme..
TCPAP&uta) -» Broadcom Met<tre
TCPAP[&uta) -» D-Link DFE-B28Tx
< ¥
[Azsighing Parameters for the |E-PG access

to pour MDIS CPs with TCPAP Protocol
[RFC-1008])

Interfaces

Add/Remove:

Properties...

[ o
[ |

Select...

I~

K Caticel | Help |
2. Select the menu item PLC - > = @]
Edit Et hernet Node inthe R
S | MAT'C MA NAG ER. Modes accessible anline
Click the Browse... button to start i e
the search for further nodes. e
Set P configuration
* |se|P parameters
Gateway
(Rieless + Do not use router
Subnet mask € Use router
B
" Obtain IP address from a DHCP server
|dentified by
g ; = I o)
CliertID: |
Azzign device name
Device name: g
Reset to factory settings
Cloze Help
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No. Action Comment
3. A new dialog with nodes found in Browse Network -5 Nodes B3]
the network appears' The nOdeS Start ! | I address ] MAC address | Device type | Device
are displayed with their IP address, i 0030 O0GESCAADE2l SCALANCE X200
17215817 0013463414E5 STFC
MAC address and device name. 0.0.00 O0-OE-BCA1-43B5  INC Mot set
SeIeCt the SCALANCE X400 and ¥ Fast search oooo 08-00-06-33-10-94  INC Mot set
click OK.
< >
MAL address: ’7
Cancel Help
4, Enter the IP address as shown in Edit Ethernet Node X

Table 4-7 and the appropriate
subnet mask. Click the Assign IP
Configuration button to assign
these settings to the device.

Click Close to close the dialog box.

Ethermet node -

Nodes accessible onling

MAL address:

Set P configuration

* |se|P parameters

00-0F -BC-40-B4-58

Browse...

Agzign IP Configuration

Azzign device name

Gateway
IF address:
Sl 172158.1.4 + Do not use router
Subret mask: 255.265.255.0 € Use router
" Obtain IP address from a DHCP server
|dentified by
& Cliert D ‘5l &
CliertID: |

Device name:

Reset to factory settings

Close

s

Reset
Help

5. Repeat step 2.

The dialog box with the node found
in the network opens again. The
SCALANCE X414-3E is displayed
with the address configured before.
Now select the SCALANCE X308-2
and click OK.

Browse Network -5 Nodes

=

MAC address:

Ok

|

Start IP address ‘ MAC address | Device type | Dievice nar
17215874 O0-0E-8C-A0-B4-58  SCALANCE <400 d14-3e
0.00n O0-0E-2C-34 D824 SCALANCE X-300
17215817 0013-48-34-14EE  S7-PC
0.0.00 O0-0E-8C-41-43B5  INC Mot et
v Eustconich 0.0.00 08-00-08-93-10-34  INC Mot set
b

-

Cancel Help
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No. Action Comment
6. Enter the IP address as shown in Edi [x]]
Table 4-7 and the appropriate Ethemnet nads -
subnet mask. Click the Assign IP R B
CO nflguratlon button tO ass'gn MAL address: 00-0E-8C-948-D8-24 Browse...
these settings to the device. i
. . et IF configuration
Click Close to close the dialog box. E
Gatewa
[iaddiess: 172.158.1.5 Ic Dn:nt use router
Subret mask: 2R5 255 2550 € Use router
e
" Obtain IP address fram a DHCP server
|dentified by
g i £
CliertID: |
Azzign device name
Device name; g
Reset to factory settings
Reset
7. Perform steps 2 to 3 for the EditE [x]]
SCALANCE W788-2. Eiberieliores
The SCALANCE W modules with Hades secessil cnive
. - MAC address: 00-0E-2C-A1-43-B5 Browze
the device name INC are displayed |
under item 3. Compare the MAC ki
address displayed to that printed on & Use IP paramelers
the SCALANCE module housing in o
order to distinguish between the (Rt 17215813 ool
components. Subnet mask: 256,255,255, 7 Use router
Enter the IP address as shown in
Table 4'7 and the approprlate " Obtain IP address from a DHCP server
subnet mask. Click the Assign IP [teniedby
Configuration button to assign = £ =
these settings to the device. Gtz |
Assign a device name to the
SCALANCE as shown in Table 4-7 _
and load it to the device using the SRR
Assign Name button. sl | DR | | santene_|
Click Close to close the dialog box. e
esel to factony sethings
Reset
Cloze Help
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No. Action

Comment

8. Perform steps 2 to 3 for the first

SCALANCE W788-1.

The SCALANCE W modules with
the device name INC are displayed
under item 3. Compare the MAC
address displayed to that printed on
the SCALANCE module housing in
order to distinguish between the
components.

Enter the IP address as shown in
Table 4-7 and the appropriate
subnet mask. Click the Assign IP
Configuration button to assign
these settings to the device.

Assign a device name to the
SCALANCE as shown in Table 4-7
and load it to the device using the
Assign Name button.

Click Close to close the dialog box.

Ethermet node -
Nodes accessible onling

08-00-06-33-10-94 Browse...

MAL address:

Set P configuration

* |se|P parameters

Gateway

72155 1] + Do not use router
255.255.255.0 € Use router

IP address:

Subret mask:

T

" Obtain IP address from a DHCP server
|dentified by
= i e

CliertID: |

Agzign IP Configuration

Azzign device name

Device name: IW?88-1-1 I | Assign Mame |I

Reset to factory settings

Reset

The second SCALANCE W788-1
has no Ethernet connection to the
other nodes and is thus not
displayed in the dialog box.
Connect the server PC directly to
the Ethernet interface of the second
SCALANCE W788-1.
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Comment

10. Perform steps 2 to 3 for the second
SCALANCE W788-1.

The SCALANCE W modules with
the device name INC are displayed
under item 3. Compare the MAC
address displayed to that printed on
the SCALANCE module housing in
order to distinguish between the
components.

Enter the IP address as shown in
Table 4-7 and the appropriate
subnet mask. Click the Assign IP
Configuration button to assign
these settings to the device.
Assign a device name to the
SCALANCE as shown in Table 4-7
and load it to the device using the
Assign Name button.

Close the dialog box with Close.
Once the IP address has been
transferred, reconnect the server
PC to the SCALANCE X414-3E.

Ethermet node -
Nodes accessible onling

MAL address: 08-00-06-33-03-08 Browse...

Set P configuration

* |se|P parameters

Gateway

IF address:
b 172156112 + Do not use router
Subret mask: 255.265.255.0 € Use router

T

" Obtain IP address from a DHCP server
|dentified by
= i e

CliertID: |

Agzign IP Configuration

Azzign device name

Device name: i|w’?88-1 2

| | Assign Mame ||

Reset
Help

Reset to factory settings

Close
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IP address of the W746-1 and CP343-1 IT WLAN clients
The network configuration of the module can be done using the SIMATIC

MANAGER.
Table 4-10
No. Action Comment
1. Connect the server PC to the

SCALANCE X108.

2. Select the menu item PLC - > @@]
Edit Et hernet Node inthe T—
SlMATIC MANAGER' Nodes accessible online
Click the Browse... button to start M =
the search for further nodes. S i
& Usze|P parameters
Gateway
e & Do not use router
Subiet magk:  Use router
T
" Obtain IP address from a DHCP server
Identified by
& i ' : '
Clert 1D: |
Aszsign device name
Device name: |
Reset to factory settings
Help
3. A new dialog with nodes found in ||
e e o ol s | [T Taeee e o
are displayed with their IP address, _ upno,  ETHEEEREE CIEET
MAC address and device name. 0000 D0-0E-8C-98.C1F1  INC Not set
Select the CP343-1 IT and click I fEom ca
OK.
Flash < >
MAL address: ’W
Cancel Help
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No. Action Comment
4. Enter the IP address as shown in Edit Ethernet Node (x|
Table 4-7 and the appropriate Ethemnet nads -
subnet mask. Click the Assign IP R B
Co nflguratlon button to ass'gn MAL address: 08-00-06-38-38-EC Browse...
these settings to the device.
. 3 Set P configuration
Click Close to close the dialog box. E
Gateway
s 172:158:1.10, + Do not use router
Subret mask: 255.265.255.0 " Use router
[rztmetin
" Obtain IP address from a DHCP server
|dentified by
& & Adress &
CliertID: |
Azzign device name
Device name: |CP-343-1 -AdvancedT Assign Mame
Reset to factory settings
Reset
| Cloze | Help
5. Repeat Step 2. Browse Network - 3 Nodes @
Start ! ‘ IP address ‘ WAL address ‘ Device hype | Device name
The dialog box with the node found = RATRR vt kR
. . 0000 O0-0E-BC-98-C1F1 INC Mot set
in the network opens again. The o
CP343-1 IT is displayed with the I o nt
address configured before. Now
select the SCALANCE W746-1 and
click OK.
R
MAL address: ’7
Cancel Help
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6. Enter the IP address as shown in
Table 4-7 and the appropriate
subnet mask. Click the Assign IP
Configuration button to assign
these settings to the device. Enter
the device name into the respective
field as shown in table Table 4-7
and assign it to the device using the
Assign Name button.

Close the dialog box with OK.

Ethermet node -

MAL address:

Set P configuration

* |se|P parameters

[x)

Nodes accessible onling

00-0E -8C-38-C1-F1 Browse...

Gateway
IF address:
Sl 172158.1.8 + Do not use router
Subret mask: 255.265.255.0 € Use router
" Obtain IP address from a DHCP server
|dentified by
= i e
CliertID: |

Agzign IP Configuration

Azzign device name

| Device name:

[iw7aE-1

| | Assign Mame ||

Reset to factory settings

Close

Reset
Help

7. Reconnect the server PC to port 9.3
of the SCALANCE X414-3E.
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IP address of the test PG/PC
The figure below shows the network setting to which you have to change

Article ID: 30805917

the PG/PC:
Table 4-11
No. Action Comment
1. Open the Internet Protocol [ ——— g@
(TCP/IP) Properties using i — o
K enerdal
Start -> Settings ->
Net wor k Connect i on ->Loc a| ‘Y'ou can get [P settings assigned automatically if your network. supports
. thiz capability. Othenwize, pou need to ask pour network. administrator for
Connecti ons. the appropriate [P settings.
Select the Optlon field Use L (2 Obtain an IP address automatically
following IP address and fill in the @) Uss s olowing 1P sddiess:
field as shown in the figure. e T2 19 |
Subnet mask: ENEE
Close the dialog box with OK. . _ T
efault gateway:
() Uze the follawing DMS server addresses:
Prefenred DMS server: [
Alternate DNS serven
[ ak ] [ Cancel ]
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4.2.2 Configuration of the Station Configurator
The Station Configurator is configured on the server PC.
Table 4-12
No. Action Comment
1. Open the Station Configurator by Station Configuration Editor - [OFFLINE]
SeleCting Start -> Station Components | Diagnostics | Canfiguration Info |
Conf i gur at or or by double- Selen  DeedkE Mode  [RUN_P
CIICkIng the ICOﬂ In the taSkbar- Index | Mame Type Ring Status | RundStop | Conn A
Press the Import Station... button. D S N
:
]
6
7
g
k]
10
11
12
13
14
15
16 @
Mew diagnostic entry arrived!
ad | | | |
Station Mame... || Import Station || Disable Station
2. Confirm the restart of the node with Siatiun Gonfipiration ity
Yes.
- The station will be restarted.
& - Make sure that no communication is active ower the
components involved,
Do pou want ko import the station?
Yes J Mo |
3. Navigate to the directory of the Import XDB file
STEP 7 project and open the XDBs Lookin [ 7085 7] & @ of B
folder.
Open the HMiS_1.xdb file and click
Open to import the station.
File name: |HmiS_1 ndb .l Open I.
Files of type: ]".:-cdb j Cancel
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No. Action Comment

4| The following dialog indcates

whether the XDB file can be

) Index | Name | Type | Stalusl Errar -
|mp0rted 1 B OPC Server OPC Server

If no error is displayed, confirm with %Lﬁ,ﬁggi{;b__ e

the OK button.

@ The ®DB import iz poszible. Refer ta the list above for the configuration.

™ work in offline mode [a download to this station is then not possible)

Cancel | Help |
5. If the XDB import is not possible, Station Configuration Editor - [ONLINE] —
thIS may be remedled by reStartlng Components Cunhgulalmnlnfﬂ
the computer. Diagnostic entries of o e [ et |

the Station Configurator are
displayed in the Diagnostic tab.

t

Event

Subsystem

i E

18.08. 2008 41 Station Manager ration of the PC station has
1001 18082008 12:22.35  Station Manager  The component with index 2 will be ace
1000 18082008 1216:07  IE-Converter Index 2: The module was reconfigured &
993 18.08.20028 12:16:06  Station Manager  The component was added at index 3 ir
998 18.08.2008 12:16:06  Station Manager  The component was added at index 2 ir
937 18082008 1216:06  Station Manager  The component was added at index 1 ir
936 18082008 121237 Station Manager  The component with index 2 will be ace
935 18082008 1211:50 Station Manager  The component with index 2 will be acc
994 18.08.2008 12:10:53  Station Manager  The component at index 3 was deleted
933 18.08.2008 12:10:43  Station Manager  The component at index 2 was deleted
952 18.08.2008 12:10:43  |E-Converter Index 2 The module was remaved from
991 18082008 1210:25  Prowy A default SDB was created for the prox,
930 18082008 1210:28  Station Manager  The component at index 1 was deleted
989 Il 18.08.2008 07:4345 Station Manager Could not start the ACE manager.
388 15.08.2008 10:03:47  |IE-Converter Index 2 The module was reconfigured &
987 15.08.2008 10:03:46  Station Manager  The component was added at index 3 ir
986 15.08.2008 10:03:4E  Station Manager  The component was added at index 2 ir
585 15.08.2008 10:03:46  Station Manager  The component was added at index 1ir %
< >

Index 2: The module was reconfigured according to the defined configuration.

Update | Cyclic Delete Export. |
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6. The PC station is configured using Station Configuration Editor - [ONLNEL 4]
the data from the XDB file. Components | Diagnostics | Canfiguration Info |

Station:  Diagnoshic Station Mode:; RUN_P

Index | Mame Type Ring Status | Run/Stop | Conn A
b | | | |
2
3
4
5
E
7
a Station Configuration Editor L
?D Loading component WinCC flexible AT with index 3
"
12
o | NNNNENENNNNRNRNENEEN =
15
16 v
17 A

Mew diagnostic entry arrived!

Add | | | \

Disable Station

Station Mame. | Import Station |

0K Help

7. The configuration of the PC station
is now complete.

OPC Server and IE-General must
be in the "Run" mode without
errors.

Close the dialog box with OK.

Station Configuration Editor - [OMLINE]

)

Components Diagnnsti:s] Configuration Info 1

Station:  Diagnoshic Station Mode:; RUN_P

Index | Mame Type Ring Status | Run/Stop | Conn ~

OPC Gerver | UL Gerve T T}
2 ﬂglE General IE General @

[ WinlC flewble Wi flewibl =3

Mew diagnostic entry arrived!

Add | | | \

Disable Station

Station Mame. | Import Station |

0K Help
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4.2.3 Load STEP 7 project
Table 4-13
No. Action Comment
1. Connect the server PC to the
SCALANCE X108.
2. Select the STEP 7 project and load | 2§ File Edit Insert PLC View Options Wwindow Help
it to the CPU 313C via Ethernet. D 8 4 ﬁ“\ R
=58 M/LAN s
+ SIMATIC 300 r||
4l CF 3431 Advance...
3. Reconnect the server PC to port 9.3
of the SCALANCE X414-3E.
424 Start WinCC flexible Runtime
Table 4-14
No. Action Comment
1. Open the SIMATIC MANAGER and % File Edit Insert PLC View Options ‘Window Help
the IWLAN path. Select WinCC O e T
erx!bIe RT a_nd_open theT winCC =By AN TR o
flexible by clicking the r i ght = F SIMATIC 300 - Bilder
mouse button -> Cpen. =L SIMATIC HMI-Station(1) o o unikation
W|nCC ﬂeXibIe iS Opened. = ; [:]p.gn |::|t.j.3|:t [ | Ay
Delete Del
Rename Fz2
Chject Properties... Alk+Return
L
2. Start the WinCC Runtime via (EL et raccd P il nt
Project -> Conpiler -> ST H:",‘A,ﬂax_. .M. 2AZ 82 @r
Start Runti me or by pressing L m
the respective icon in the toolbar. -._M_n,;xwmmi“‘ o : oe
S R
=
_ (ﬁ T
Lttt M n— |
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Note The SCALANCE modules are not fully configured yet. This is why most of
the modules are displayed red in the WINCC flexible.
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5 Configuration

This chapter shows the necessary steps for the configuration of the
SCALANCE modules and the software.

5.1 Configuration of the SNMP OPC server

Note The SNMP OPC server has already been configured in the provided
code. Section 5.1 only serves for providing information.

The SNMP OPC server is configured on the server PC that is also used for
visualization.

Figure 5-1

o

o . -

Serverlvisualization ¢ =
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Preparation in STEP 7

To be able to configure the SNMP OPC server, create an HMI station in the
SIMATIC Manager, select the WinCC flexible RT device type and activate
S7RTM in the Configuration tab of the HMI station properties.

In the hardware configuration of the HMI Station you add the network card
used by you.

Private MIB of the SCALANCE-X300/-400 and W

To be able to use all the SNMP information provided by the SCALANCE X
modules, you also need the private MIB.

The private MIB is equal for the SCALANCE X308-2 and X414-3E, the
same applies to the SCALANCE W modules. It is thus sufficient to load
only one private MIB of the SCALANCE X and W with one of the following
options:

¢ Web-based management (as of FW V2.3): SCALANCE modules of
the X300 series from V2.3 have a button for downloading the private
MIB in the web-based management.

Table 5-1

No. Action Comment

1. Open the web-based management | http://172.158.1.5
of the SCALANCE X308-2.

2. Go to the menu item Syst em > s T
Save&Load http. You can load
the private MIB using the Save
Private MIB button.

-

3. Navigate to the directory in which

you wish to save the MIB.

Do you want ko open or save this file?

Mame: snScalancex300%400.mib
Tppe: MGE-SOFT MIB Compiler, 138 KB

From: 192.168.2.103

Open ] [ Save ] [ Cancel

‘wihile files fram the Internet can be useful, zome files can potentially
harm your computer. If pou do not trust the sowrce, do not open or
save this file. What's the risk?

e Service&Support Portal: Here (BID: 22015045) you can load the
private MIB and one device profile. Select an MIB and extract it into a
folder of your choice.
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Note

Note

SCALANCE module: You get the private MIB via web-based
management by entering the following URL in a web browser (e.g.,
Internet Explorer):

For X300:

http://<IP address of the IE switch X-300>/snScalanceX300.mib
For X400:

http://<IP address of the IE switch X-400>/snScalanceX400.mib
For W700

http:// <IP address of the SCALANCE W>/snScalanceW.mib

Display the source text of the received page (in the menu View ->
Source text in the Internet Explorer) and save this text, for example, as
a text file under the name "PrivateMIBX300.mib".

The standard MIBs are stored in the following directory:
<STEP7InstallationDirectory>\S7DATA\snmp\mib

Device profiles

You can either create device profiles yourself or use already existing
profiles.

Device profiles that have already been prepared for all modules are located
in the STEP 7 installation directory. Prepared device profiles for the
SCALANCE modules already include the integration of the private MIB.

To ensure that only the SNMP variables that are actually required are
loaded to the SNMP OPC server, it is useful to create an own device
profile.

The prepared device profiles are stored in the following directory:

<STEP7InstallationDirectory>\S7DATA\snmp\profile
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5.1.1 Configuration of the SNMP OPC server

Preparation

Note These preparatory steps are only necessary if your SIMATIC NET

software is lower than V7.0 SP1.

For an overview of SIMATIC software packages and versions installed on
your computer, please refer to St ar t - >SI MATI C- > nf or mat i on
->Instal |l ed Software.

Unzip the folder with the standard MIBs and replace all files located in the
MIB folder of STEP 7 <STEP7InstallationDirectory>\S7DATA\snmp\mib
by these new standard MIBs.

Configuration

Table 5-2
No. Action Comment
1. | To configure the SNMP OPC
_Server: select the HMI station Geneid | DP | DPmasterclass2 | FOL | FMs | 57 | 1so/7ce |
in STEP 7 and open the | PROFINET PROFINET 10
Configuration. Open the OPC
server by double-clicking its Cycle time: 0 ms
pI’OpeI’tIeS and S€|eCt the Access Protection
button Edit Plant I hctivate
Configuration... in the SNMP |
tab. O
I Edit Plant Canfiguration ... |I
|
Cancel Help
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No. Action Comment
2. In the plant configuration,
import all configured network r— s [Toee Tt T vl Tl
nodes with name and IP e . e 3 @
address using the Import... CI - R R I
button. Alternatively, the e 4 M
devices to be monitored can
also be manually entered with
Add.
S ST [ |
o | e |t |
3. Select the device to assign a
Separate SNMP deVICe prOfIIe LR | Commiursty | Torwns | Opticotn | spslortaes | spliotn | spshlore
to the devices to be monitored. i A s R
. & 3000 an
Use the Create Profile... —
WY e CALAMCE ‘o Trocid orwe 000 on
button to open the e, P i e
corresponding dialog box.
e | et it | L o |
o] e |
4, With Load you can load a Craata Profls &
prepared profile. : 17] sos_|
o ]
iasinbles | Tusgs | MIB moduies | Seectind MIB cbischi:
ookt Hame [ Severtp | Instance
|
|
[
[Ce]|
Leuad ME: [ ] _ CimsnGnp |
Dutput windons.
Clse Carcel Helo
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No. Action Comment
5. Load the_ MIB—II_V;O.txt prof_lle Load profile |
as a basis for creating a profile _ —
for a SCALANCE X module. Look in: | 3 profie [ cF E2-
This profile is located in the %] CP443-1_Advanced.bxt E) prafi_IPC_t1
STEP 7 installation directory | |[£ 2] Prafi_IPC_v1:
In the S?DATAlsnmp/proflle =| profil_cpla04_v20.kxt @ Profil_IPC_%1:
folder [Z] prefil_cp1616_va0.bxt [Z] Profil_gsm_y:
) [Z] Profil_ELS_TR40_v10.txt [Z] Profil_scCaLan
[Z] Profil_1PC ot bxt [Z] Profil_scCaLan
& I *
File name: |MIB-II_\-’1 [kt I Open I
Files of type: |DPC profile [7.txt) j Cancel
6. | As soon as the profile has
been loaded, change to the o - e - o
MIB modules tab. To be able T |
to use the SCALANCE — N
module-specific SNMP eties I s [ismbe] e
N 3 . Hrtl.“HMIN [: \Hevm}h\‘-\rm..l\'ﬂrp-’\‘fz: SIEGP
variables, reload its private Bt EFrogon Fe St Serion o
MIB. To do this, click the Load | (S
I %putem
MIB button. 4 ::L;r;
<
]
< >
| Losdmip. | Crmatn Giscugy
Cinse ] Cancet | Hep |
7. Navigate to the directory in Select MIB file ...
which you have stored the T :
private MIB of the SCALANCE, | | teskin /S m ==Y
select the file and open it. E%SNMPVZMIB-VI.mib SNMPVZ-TC-vl.mib g]]SOLAgent.r
. . ol SruPyz-5MLL mib Gl 54-05M-PRIV-MIE mib TOKEN-RIM
The private MIB is loaded iq]SNMPVZ—SMI.my | snscalancew, mib o TOKEN-RIM
(here the SCALANCE W MIB). | SMPy2-5ML-v iy X snEcalancerzn0. mib
82| Sty 2-TC it ol sriScalanceX 300400 mib
;q]SNMPVZ-TC.my q]snScalanceX‘I-DD.mib
“ ! >
File hame: |snscalancew.mib | Open I
Files of type: [ MIB files [* mib.™ et my] | Cancel
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No. Action Comment

8. Navigate to the Variables tab, | [EEEEE &
for example, to e i ot | e
private/.../iScalanceW/iScala || "% . i
nceWMib. Search the tree for ot | s |18 | _ Skt 8 i
the variables you need for "L et 2 e
SNMP monitoring. You can D S o :

i s 3

use the arrows to add or racearmgrn || —=1f|  mscsmcesmoree !

. .o inGcalancaWTALTFRD 1 SECMANIAT) S <
remove individual or several wscswetranin || |2 1| #eeseesiieens :
variables of your choice from oot || (1757 | ety 3
the selection. Sasasiti Il it o

+ anLommon _ mScaanoeyPoweriup. 0
ol rcsmet ot :
] L et StatsEnce ! -
_ Losim., | _ Ceanmn | |
Dugad werschons.
Clote. Cancel He |
9. Store this newly created profile | PR
under any name inthe STEP 7 | %l ; i | |
installation directory in the S e
. ‘ obtects by name |
S7DATA/snmpl/user_profile [P o5 M.
folder and close the Create s P TR T -
Profile dialog box. ol
nProduct
1 Flerame  [SCALANCE Omied Savm :
Sweschpn [OPCoioren =]  Caeal 3
ey W | oo 0
£ » | o200 ik [} o
10. | You can now select the newly Edit node 3
created profile as a device
profile for the SCALANCE Hamc: WdE1
module and use it. To do this, IP address: [ 72 18 . 1 8
select and double-click the Device profike: |user_profile\SCALANCE wiTantt v |
device. You can select the c . Frofl_IFC_1T.tat %
. . onmUnity: Profil_IPC_%12 txt T
created profile or existing Prafil IPC 13 tet
. : R Timeout: Profil_0%M_%10.tat
p_roﬂles in the Edit node Frofil SCALAMCE w700 V10 ta
dialog. Profi_SCALAMCE %200 %11 tet
Prafil_SCALAMCE _X300<400_\30.t
Frofil SCALAMCE _XAN0<400 Va0
Profil SCALAMCE 400 W11t
Profil_SCALAMCE 400 %21 txt
Frofi SCALAMCE 40022 tat
SCACANCE Wi
Comment: user_profile
L i(u] |
uzer_profilehSCALANCE =202 bt k
uzer_profilehSCALANCE =208kt
uzer_profilehSCALANCE 300 kxt
uzer_profilehbest bt it
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No. Action Comment
11. | After closing the dialog boxes | ElERE TR RIE)
with OK and clicking the Save DetiR]a ne de Do 2w
and compile button for the ) = o5
station, the configuration of the 2 i 8
SNMP OPC server is complete : g oo
and the station can be loaded. -+
I’:vvﬁmduwﬁ\iﬂmdmnhtulﬂm.
5.1.2 Changing the existing SCALANCE device profiles
Once the device profiles have been created as a text file, they are only
stored in the STDATA/snmp/user_profile folder of the STEP 7
installation directory and not in the STEP 7 project directory. The XDB file
generated after saving and compiling the HMI station contains the
necessary information.
If you do not want to change the SNMP variables of this application, you
need the text file used. The code folder included in the delivery contains the
device profiles of the two SCALANCE modules as a text file.
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Table 5-3

No.

Action

Comment

1.

Save the device profiles in
your STEP 7 installation
directory in the
S7TDATA/snmpl/user_profile
folder.

To change the device profiles,
select the HMI station in STEP

7 and open the Configuration.

Open the OPC Server
properties and select the Edit
Plant Configuration... button
in the SNMP tab.

Select a SCALANCE. Use the
Create Profile... button to
open the dialog box required
for the change.

Ldit System Conflgaration

aner_profie! S CALABIE w7t s 3000

sesfesanse

Change the device profile as
desired and save it. Close the
dialog box by clicking OK.

Profile:

After saving and compiling
the station, the SNMP OPC
server has been configured
and the station can be loaded.
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5.2 Web-based management
The SCALANCE switches are configured using web-based management.

Note When using the web-based management, no proxy sever must be set in
the connection properties of the internet browser.

Table 5-4
No. Action Comment
1. Open an internet browser’ for 2 Log on 1o SCALANCE W Management (172.158.1,3) - Microsoft Internet Explarer bereitgesteltt van CATgsieme... [= |[B]5]
Fir Ede Vew Favitnes Tooks  Help >
example Internet Explorer or O~ -0 ARG Pt 0los e LEDS
Firefox, and enter the following - T G0 - e Ko
address: http://<IP address of I |
the SCALANCE>. Sl
®Consale @ Support ®lialp SIMATIC NET

User name. Admin -
Password: |

Log on using a securs HTTPS connection

] oone B trerat
2. Enter the user name and The default settings are:
password. User: admin
Click the Log On button in Password: admin

order to log on.

3. The web-based management

) SCALANCE W - WER Management (172.158.1.3) - Microsaft Internet Explarer bereitgestellt von CATgSiemens ... [= |[B]5]
T

Fin Edt Wew Favetrs Toos Hep 7
opens. " 2 =
p Q- Q- (¢ & 0 Osen Fovertes ) (-l (9 [E 3
= &) gz s o v B & - S [
SIEMENS | Atomuions oives
J-(:mml. ®Support  @Logout Halp SIMATIC NET
. SCALANCE WTE3-2PRO
Dual Access Point
Lo
ks T =
] Dual Access Point
&) wizards
= System
= Interfaces
=) Securty
] Budge Flaass select sna tam sam the many an the et
=21 Filters
{0 | Features
= Inforrnation
&l pore B et
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Note

The Internet Explorer of Win2003 Server is installed with high security
settings. It might be possible that the web-based management pages of
the SCALANCE modules and the configuration page of the FTP server
cannot be displayed. To prevent these pages from being blocked, you
can turn off the high security settings under St art - >Set t i ngs-
>Control Panel ->Add or Renobve Prograns->Add/ Renove

W ndows Conponent s->I nternet Expl orer Enhanced
Security Confi guration by removing the tick or clicking Next>.
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5.3 Standard configuration of the SCALANCE W modules

The web-based management of the SCALANCE W modules offers several
wizards that provide help for the WLAN connection settings.

Figure 5-2

NS

\\

Access point W788-2

W\

Access point W788-1 /%‘: I N
-'J/ I O -
|

Access point W788-1
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531

Wizards of the SCALANCE W788-2

This wizard can be used to make basic settings:

e Configuration of the radio networks

e Security settings

The following agreement is made for the SCALANCE W788-2 interfaces:
e WLAN interface 1 for the WDS function.

e WLAN interface 2 for the connection to the W746-1.

Table 5-5
No. Action Comment
1. Open the web-based http://172.158.1.3
management for the
SCALANCE W788-2.
2. Click W zards -> Basi cin | ' wmsaero I Settings
. . =
the navigation bar. You can b
Sklp the flrst dlalog bOX W|th B Security Be‘fnrekynu E?T] seluz your new device, a few settings for operation within your
the IP address by clicking I
NeXt BE % This wizard will ask vou for all the settings necessary.
. x ecurity
100 Bridge © Specified IP address O DHCF server
™ Filters
(3 Features Please assign a local network IP address to this device, along with the relevant
0 Information netmask.
IP address 17215813
Subnet mask 1255255 2550
3. You have already transferred 'D‘ WW7BB-2PRO
the system name to the ?‘3
mOdU|e via the SI MAT'C E] ;cumy Check or set System MName to identify your AP in Metwork
MANAGER. Go to the next L1 Suster
H {1 Interfaces
window here. 4 secuty System name W788-2
f:l Eridge L -
{2 Fiters
ED FFeatures
#-(0 Information
ccbke_J[[ o]
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No. Action Comment
4. Select GERMANY as a e vamezero
country code and go to the ‘?ﬁ__
neXt Step Wlth NEX'[ H ;cum[ Flease choose your country code
CI System
CI Interfaces
E :re‘;_uzht Country code: | GERMANY &
(3 Filters
t {1 |Features
(3 Information
e | T
5. Enter the name for radio iw
Wizards
network 1 under SSID. Select | “ge..
2‘4 G HZ 54 Mb ps (802_119) ; B Security Enter a network name (S2ID) for your wireless network,
. . (] System Any name can be used, but the same name must be used with all other statians in
as Wireless Mode. Confirm i ro— the natwori
the entry with Next. ¥ Savuity
(2] Bridge ISSID |Alpha ||
Fllters
LFeatures IW\re\ess made: | 2.4 GHz 54 Mbps (302.11g) {\l
B2 Information
[ ccpet | [ e |
6. Deactivate Auto Channel 'E;w
. . 3 Wizards
select in the next dialog box | B pacic
and Select Rad | (0] Ch ann el 4 .D Security Set channel for wireless interface 1
. . ystemn
instead. Click Next to goto D tertaces Outdoor AP mode m|
the next configuration SL—L“L [0 charmel select &l
window. (2 Filters |Rad|o channel [4a27mHz v |
|-Features
(] Infarmation Set the antenna parameters and the cable length. The transmit power will be adjusted
autamatically to the masximum possible value
Antenria Type: | ANT795-4MR (St Antenne) [3 0B v
Antenna gain (in dBi) B J
Antenna cable length {in meters) jh
<< Back ] |[ MNext »> Il
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7. Repeat steps 5 and 6 for the
second interface. Enter the
name for radio network 2
under SSID. Select 2.4 GHz
11 Mbps (802.11b) as
Wireless Mode. Confirm the
entry with Next.

l_{j W7B8-2PRO
EHEY WWizards
| Basic

~[E Security
(] System
{1 Interfaces
#E Security
#({ Bridge
(2 Fiters
‘:I l-Features
’i:f:l Information

ttings for WLAN 2

Enter a network name (SSID) for your wireless network
Any name can be used, but the same name must be used with all other stations in
the network

|ss Beta 1
|W\re\ess mode 2.4 GHz 11 Mbps (802.11k) '~7|
<< Back ] I[ MNesxt »> ]l

8. Deactivate Auto Channel
select also for the second
interface in the next step and
select Radio Channel 1
instead. Click Next to go to
the next configuration

LE" WW7BE8-2PRO
EHZ Wizards

B Basic

: Security
E{] System
=] Interfaces
E{1] Security
1 Bridge
EH{ Filters

Set channel for wireless interface 2

Outdoor AP rode: |

Auto channel select []

Radio channel

1(2412MHz) v

window. F{1 LFeatures
&+ Information Set the antenna parameters and the cable length. The transmit power will be adjusted
automatically to the maxirmum possible value
Antenna Type [Usorcetned |
Antenna gain (in dBi): 3
Antenna cable length (in meters): EI
R T
9. Once the Basic Wizard is ?ﬂ‘w d
Wizards ;
1 |
Complete, an overview of the N Congratulations! You have checked all basic settings
parameters entered is Securnty To make the security settings, you can use the SECURITY WIZARD.
2 System
dlSpIayed_ Exit the wizard 3 Interfaces You have made the following seftings
. 1] 2 Security System name W78a-2
with Finish to accept all & et L
Settlngs. O Fitere SSID for WLAN 1 Alphs
{11 FFeatures
B daration YWLAR 1 mode 2.4 GHz 54Mbps (802.11g)
WLAN 1 channel: 4 (2427 Hz)
SEID for WLAN 2 Beta
WYLAN 2 mode 2.4 GHz 11Mbps (802.11b)

WLAN 2 channel: 1 (2412MHz)

Important: Fress the 'Finish' button to apply the settings!
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10. Restart the SCALANCE
W788-2 by clicking Syst em
> Restart.Log on to the
web-based management
again after the restart.

The Basic Wizard is thus
complete. The radio networks
have been configured.

Y wrse gpRO
ED Wizards
E-E3 Systam

IP Settings
Services
Restart
Passwords
Events
Ecmail
10 SuMP
-3 syslog
~[E1 Fault state
] Load&Save
~B ¢-PLUG
-] Interfaces
E-{] Security
B Bridge

B Filters

{1 |-Features
B Information

[ Festart ]

[ Restore Memory Defaults ]

The folloming setiings are nat modified when restoring the i/LAN devics to memony defaults
IF Address, Subnet Mask, &ateway Address, §I0, DHCF Flag,

System Name, System Lacation, System Contact, Dewice Mode,

Country Code,

[ Restore Factory Defaults and Restart ]

11. The security settings are
made in the next steps.
Open the Security Wizard by
clicking W zar ds- >

Securi ty. On the first page,
you can change the
administrator password for
the web-based management.
Skip this setting with Next.

bt wrssapro
EHZY Wizards

| Hasic
Security
#(0 System
{1 Interfaces
{1 Security
#{1 Bridge
£(1 Filters
#{] |-Features
{17 Information

[
e
[
[
&
[

This wizard assists you in protecting the device and your data from unauthorized
access

First, set a configuration passwaord

Current Admin Password
MNew Password: |aasss

Confirm new password

e 1 oo ]

12. Do not change the default
settings in the next step and
proceed with Next.

Y wresapro
EHEY Wizards
Basic
Security
{0 System
=] Interfaces
{1 Security
B Bridge
B Filters
{7 |-Features
#H20 Information

gement Interfa:

The device's configuration may be accessed from different protocol intefaces. Here
you may reduce the access rights via different protocol intedaces:

Command Line Interface {CLI}) f Telnet protocol
WEE Based Management / HTML pratocol:
Simple Management Network Protocol (SMNMP)

You can allow managerneant of AP only from wired (Ethernet) intedface and close
rnanagerment ability from wireless interface for security reason.

Allow management only from wired interface: [
| e—
«back | [ _nee» |
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13. Change the write permission
of SNMP variables into
public and click Next to go to
the next configuration.

4 wrzsoPRO
B Wizards
B Basic
Security
{1 System
{0 Interfaces
{3 Security
B Dridge
B0 Fitters
0 |-Features
{27 Information

Set the SNMPvl community string to protect your device from the unauthorized
access over SHMPy]

You can forbid to use SNMPY! protocol for configuration.

I Write community string

publid |

SNMPy1iv2 read only

<< Back ]I[ Mext >> ]I

Cancel

14. Deactivate the function that
clients with different SSID
can communicate with each
other. The next window
appears after clicking Next.

& weenoPRO

Basic
B Security
B System
B Interfaces
B Security
FI( Bridge
B+ Filters
B |-Features
B Information

Enter or check the WLAN domain (S5I0) the device is using,

SSID for WLAR 1 |alpha

By enabling the "Suppress SSID broadcasting” feature, only stations using the same
network name can connect with the access point

Enable "Suppress SSID broadcasting” feature 0
for WLAN 10

By enabling “Inter S5ID communication’, wireless clients using one SSID can
communicate with clients using another SSID on this device

Enable “Inter SSID communication” for WLAN 1 ]

By selacting "Alowed', wirsless clients can communicate withaut limitations

By selecting ‘Intracell blocking”, wireless clients cannot directly communicate with
each other.

By selecting "Ethemet blocking’, wireless clients cannot communicate with clients on
the wired interface.

Enable "Intracell communication’:

<< Back I Mt >> |

Cancel

15. Select Medium (WPA2-PSK)
and Cipher AUTO as a
security level for interface 1.
Click Next to go to the next
step.

EF W78B-2PRO
EH Wizards
E) Basic
~B Security
{10 System
(] Interfaces
{3 Security
{0 Bridye
EHID Filters
{1 |-Features
#{] Information

Choose wireless Security level

Security level for WLAN 1: | Medium (WPAZ-PSE) v |

Cipher: [ aUTO v
WA compatibility: ]
Security level edium
Authentication type: WYPAZ (Preshared Key)
Encryption: Enabled
Cipher: AUTO
ce | [
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16. Define a key for encoding the
network. Confirm the key a
second time.

Note:

Note the key because it is
required for configuring the
other access points. Click
Next to go to the next step.

Y wresopro
Eﬁ Wizards
8 Basic
Security
B System
1] Interfaces
B Security

£ (1 Bridge
B Filters
B FFeatures
B Infarmation

Set WPA Pass phrase for WLAN 1

Pass phrase for WLARN 1:

Pass phrase confirmation,

<< Back I [

Cancel

17. Steps 14-16 are now
repeated for the second
WLAN interface.

Deactivate the function that
clients with different SSID
can communicate with each
other. The next window
appears after clicking Next.

EHEY Wizards
1 Basic
B Security
B0 System
(] Interfaces
#{ Security
#{1 Bridge
B0 Filters
{1 |-Features
#{] Information

Enter or check the WLAN domain (SSID) the device is using

SSID for WLAN 2 Beta.

WLAN 2

By enabling the "Suppress SSID broadcasting” feature, only stations using the same
petwntk name fan cannact with tha asrazs naint

Enable "Suppress SSID broadcasting feature 0
for WLARN 2

By enabling ‘Inter S50 communication’, wirelass clients using one 351D can
communicate with clients using another 5510 on this device.

Enable “Inter SSID communication” for WLAN 2 [l

By selecting "Allowed’, wirelegs clients can communicate without limitations.

By selecting ‘Intracell blocking’, wireless clients cannot directly communicate with
each other

By selecting "Ethernet blocking’, wireless clients cannot communicate with clients on
the wired interface.

Enable “Intracell communication’ | Allowsd [
o] [nean ]

18. Select High (WPA2-
RADIUS) and Cipher AUTO
as a security level for
interface 2. Click Next to go
to the next step.

E" WW7BE-2PRO
By Wizards

§ Security
CI System
r_'l Interfaces
&1 Security

# (21 Bridge
#(C3 Filters

B |-Features
(2] Infarmation

Choose wireless Security level.

Security level for WLAN 2:

| High [WPAZ RADIUS) v |

Cipher AUTO
WP A compatibility: I |
Security level: High
Authentication type: WPAZ (RADIUS)
Encryption Enabled
Cipher: AUTO
«Bsck | [ tear ||
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19.

Enter the the IP address of
the server PC as the
primary RADIUS server.
Define a secret admin
password and confirm this
password a second time.
Click Next to display an
overview of the security
settings.

3 Wizards
| B Basic
B Security
{1 System
{0 Interfaces
{3 Security
{0 Bridge
O Fitters
{1 LFeatures
{3 Infarmation

Reauthentication enabled L

Use server authorization lifetime

Use local autharization lifetime [seconds]

IP address:

1721581 7 0000 |
GE

Destination port

Shared Secret.

Confirm Shared Secret

Maximum retransmissions.

o e ]

20.

You can exit the Security
Wizard with Next.

‘;'__'F W788-2PRO
2 Wizards
Basic
B Security
3 System
{2 Interfaces
B Security
B Bridge

(0 Filters

{0 |-Features
B Information

SSID for WLAN 1: Alpha
Suppress S5ID broadcasting for WLAN 1 Disabled
Inter ESID communication for YWLAN 1: Disabled
Intracell communication far WLAN 1: Allowed
Security level for WLAN 1 Medium
SSI0 for WLAN 2: Beta
Suppress SSID broadcasting for WLAN 2 Dizabled
Inter SSI0 communication for YWLAN 2: Disabled
Intracell coramunication for WLARN 2: Allowied
Security level for WLAN 2 High

<< Back ]l[ Mext >> Il

Cancel

21.

Close the Security Wizard
with Finish.

& wrsaapro
3 Wizards

B Basic

"B secuity
B[] System
B0 Interfaces
=] Security
Bridge
Filters

|-Features
{0 Information

Congratulations! You have checlked all security settings

For more security level by management access you can use ACCESS [P
LisT to allow or deny some IP addresses

For an even higher security level you can set ACCESS CONTROL LIST
parameters for the VWLAN interfaces 1 to 2 to allow or deny access to
wireless clients based on their MAC address

Important: Press the 'Finish' button to apply the settings!

22,

Restart the SCALANCE
W788-2 by clicking Syst em
> Restart.

El" WAEE-2PRO
{3 Wizards

EH23 System
IP Settings
Serices

[ Events
] SNMP
-8 Sysloy
~[B sNTP

~[E1 Fault state
B Load&Save
~B c-PLUG
{1 Interfaces
B Security
©1 Bridge

{3 Filters

{0 |Features
{3 Information

|[ Restart ] |

[ Restore tMemory Defaults ]

The following settings are not moditied when restaring the iLAN device to memony defaults:
IF Address, Subnet Mask, Gateway Address, SSID, DHCF Flag,

System Name. Systemn Location, System Contact, Bevice Mode.

Country Gode.

[ Festore Factony Defaults and Restart ]
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23.

Navigate to Syst em > SNWVP
and enter private under read
community string. Confirm
with Set Values.

Ell W7BE-2PRO
EH3 System
IP Settings
Services
Restart
Passwords
Events

Bl Syslog
-8l SNTP
Fault state
(] Loadd.Save
C-PLUG
B Interfaces
B Security
3 Bridue
B Filters

SNMP enabled:

SHNMPw1ivZe enabled
ShMPw1A2c read only:
SMMPw1 traps enabled o

E &

Trap community string
Read community string

Write community string:

SNMPv3 enabled

[ Plefrech I St aluss ]

53.2

Table 5-6

Wizards of both SCALANCE W788-1

Both SCALANCE W788-1 are configured with identical settings. Only the
system name and the IP addresses are different.

No.

Action

Comment

1.

Open the web-based
management for the first
SCALANCE W788-1.

http://172.158.1.1

Click Wzards -> Basicin
the navigation bar. You can
skip the first dialog box with
the IP address by clicking
Next.

‘= wres1pro
EHEY Wizards
Basic
E1 Security
B0 System
B0 Interfaces
(0 Security
3 Bridge
B Filters
{0 |Features
(0 Information

Before you can setup your new device, a few settings for operation within your
network must be made.

This wizard will ask you for all the settings necessary
2 Specified IP address O DHCP server

Please assign a local network P address to this device, along with the relewant
netmask

IP adaress: 17215611

Subnet mask:

1265.256.265.0

You have already transferred
the system name to the
module via the SIMATIC
MANAGER. Go to the next
window here.

‘e wres-1PRO
EHER Wyizards
Basic
5 Security
=0 System
B Interfaces
B Security
B Bridge
BN Filters
B0 |-Features
B Infarmation

Check or set Systern Mame to identify your AP in Netwark.

|System name [vw7gs-1-1 |

<< Back ]I[ Mext >> ]I

Cancel
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4. Select GERMANY as a & wres-1pro Country ¢
country code and go to the ?a
neXt Step Wlth NeXt B E’\t[ Flease choose your country code.
CI System
D Interfaces
g ﬁg |Country code GERMANY v
D Filters
CI FFeatures
23 Information
<< Back ] [ MNext >> ]
5. Enter the radio network name EW
you have selected for WLAN | B
|nterface 1 of the SCALANCE -:‘% Security Entyera netwurkhnamed(ShS\P‘)hfuryourwwe\ess nettv;urk. S——
l stem Ny name can be used, oul B Same name must be used with all other stations In
W788-2 under SSID. Select o the retwork.
2.4 GHz 54 Mbps (802.11g) | *Cisss B 1
. . b Brridge |Alpha |
as Wireless Mode. Confirm | oy
the entry with Next and follow | & Fesums [\ircless mode: [ 24GH: 54 Mo 02115y -l
nfarmation
the next step. e
[ «Bock ] [t ||
6. Deactivate Auto Channel ' wrem oo
. = izards
select and select Radio e
Ch ann el 4 |nstead_ C“Ck a Security Set channel for wireless interface
] System
NeX'-: to gO to the next (0 Interfaces Outdoor AP mode: 0
configuration window. (S T &l
Bridge
B Filters Radio channsl 4(2427MHz) | I
{0 |-Features
FHZ] Information Set the antenna parameters and the cable length. The transmit power will be adjusted
automatically to the maximurm possible value.
Antenna Type | ANT7S5-4bR (510 Anterns) [3d3] ]
Antenna gain {in dBi) |
Antenna cable length {in meters) D |
«Back | | Nex» |
7. Once the Basic Wizard is ' wres1pro
Comp|ete, an OVerVieW Of the A Wizards Congratulations! You have checked all basic settings
parameters entered iS : To malke the security settings, you can use the SECURITY WIZARD.
. . . {7 System
d|Sp|ayed. Exit the wizard B Inertaces *fou have made the following settings:
with Finish to accept all s EAETIR e
. Bridge Country code GERMANY
settlngs. B Fiters S5 for WLAN Alpha
{0 -Features
S Information WLAN mode 2.4 GHz 54Mbps (802.11)
WLAN channel: 4 (2427MHz)
Important: Press the 'Finish' button to apply the settings!
oo ]
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8. Restart the SCALANCE
W788-2 by clicking Syst em
->Rest art. Log on to the
web-based management
again after the restart.

The Basic Wizard is thus
complete.

"El" W7EB-1PRO
{1 Wizards
=3 System
IP_Settings
- Services
Bl Restant
Passwards

~

| [ Fiestart ] |

- Events
E-mail
B SHMP
- Syslog
SNTP
~[E1 Fault state
B Load&Save
C-PLUG
= Interfaces
B0 Security

| Restore Memory Defaults |

The fellowing setings are not medified when restaring the VLA devies to memery defaults
IP Address, Subnst Mask, G ateway Address, 51D, DHCP Flag,

System Name, System Location, System Contact, Devies Mode,

Country Code.

[ Festore Factory Defaults and Restart ]

9. The security settings are now
made in the next steps.
Open the Security Wizard
by clicking W zar ds- >
Securi ty. On the first page,
you can change the
administrator password for
the web-based management.
Skip this setting with Next.

lj W7EE-1PRO
B3 Wizards

B Basic
Security
B{1 System
{1 Interfaces
{0 Security
B
E
B

#(1 Bridge
(1 Filters
* () |-Features
B0 Information

This wizard assists you in protecting the device and your data fram unauthorized
ACCEss

First, set a configuration passwaord

Current Admin Password:

New Password ssnee

Confirm new password

e

Cancel

10. Do not change the default
settings in the next step and
proceed with Next.

Y wree1PRO
E‘Eﬂ Wizards

- Basic

i B Security
#{0 System
D Interfaces
H{ Security
{0 Bridge
#{0Fitters
D |-Features
B Infarmation

The device's configuration may be accessed from different protocol interfaces. Here
you may reduce the access rights via different protocol interfaces

Command Line Interface (CLI) / Telnet protocol:
WEB Based Management / HTWL protocol:
Simple Management Networlk Protocol {SKMP)

You can allow management of AP anly frarm wired (Ethernet] intedface and close
management ability from wireless interface for security reason.

Allovy management only from wired interface: |

I

<< Back II[ Mext >> II

Cancel

11. Change the write permission
of SNMP variables into
public and click Next to go to
the next configuration.

lEll W7B8-1PRO
EHEY Wizards

Security
©{3 System
{1 Interfaces
= Security
{1 Bridge
EHE] Filters
{1 |Features
EHC] Information

Set the SNMPy1 community string to protect your device from the unauthorized
access over SMMPY

‘fou can forbid to use SNMPy1 protocal for configuration

Write community string public

SNMPy 142 read only

Cancel

<< Back ]I[ Mext >> ”
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12. Deactivate the function that
clients with different SSID
can communicate with each
other. The next window
appears after clicking Next.

lE" WW788-1PRO
- Wizards

(B Basic

] Security
(] System
B Interfaces
B0 Security
I Bridge
B+ Filters
B |Features
B Information

Enter or check the YWLAN domain (SSID) the device is using

SSID:

Biy enabling the ‘Suppress S3ID broadeasting’ feature, only stations using the same
netwotk name can connect with the access point.

Enable "Suppress SSI0 broadcasting” feature O

By enabling ‘Inter S50 communication”, wireless clients using one SSID can
comrunicate with clients using another S50 on this device

Enable “Inter SSID communication” [ ]

By selecting “Allowed’, wireless clients can communicate without limitations,

By selecting “Intracell blocking’, wireless clients cannat directly communicate with
each ather.

By selecting "Ethemet blocking®, wireless clients cannot communicate with clients on
the wired interface.

Enable ‘Intracell communication’ | Al ~|

<< Back ][ Mext >> ]

Cancel

13. Select Medium (WPA2-PSK)
and Cipher AUTO as a
security level. Click Next to
go to the next step.

l{fll W7B8-1PRO
3 Wizards

i[5 Basic
Security
H (0 System
£ Interfaces
5 (1 Security
£ Bridge
#1 Fitters

+ (3 Features
{22 Infarmation

Choose wireless Sacurity lavel

Security level ' Medium (WPAZ-PSK) |
Cipher: AUTO v
WPA compatibility O
Security level: Medium
Authentication type WPAZ (Preshared Key)
Encryption: Enabled
Cipher: AUTO

<< Back II MNext >> ]I

Cancel

14, Under Network encoding,
enter the key you have
defined for interface 1 of the
SCALANCE W788-2 (Table
5-5, line 16). Confirm the key
a second time.

Click Next to go to the next
step.

‘&' wres-1pRO

1453 Wizards

. B Basic
Security
D System
CI Intedaces
CI Security
(1 Bridge
{1 Filters
B FFeatures
f:l Infarmatian

Set WPA Pass phrase.

Pass phrase : |sanesnee

Fass phrase confirmation

<< Back ]l Mext 2> ]

Cancel
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15. | You can exit the Security 5 wrss-1PRO
; ; EHER Wizard
Wizard with Next. Qizerds = e
i Basic
Yl Security WWEB interface Enabled
#{1 System SHPy1: Enabled
Dg Intsriaces Management only from Ethernet: Disabled
#{] Security
- ShMP1 read only: Enabled
{7 Bridge
{1 Filters
# (] FFeatures SSID for WLAN Alpha
#{ Information Suppress 3510 broadeasting for WLAN Dizabled
Inter SBID communication for WLAR Disabled
Intracell communication for WLAN: Allowed
Security level for WLAN: Medium
[ ectock J[_Nee ]
16. | Close the Security Wizard ‘= wres1pro
- P B2y Wizards
with Finish. 8 B
Security
MO System
B Irterfaces Congratulations! You have checked all security seftings
:D Security For more security level by management access you can use
(40 Bridge ACCESS IP LisT to allaw or deny some P addresses
M Filters
E{] |-Features For an even higher security level you can set ACCESS
] Information CONTROL LIST parameters to allow or deny access to wirsless
clients based on their MAC address.
Important: Press the 'Finish' button to apply the settings!
17. | Restart the SCALANCE " wiempeo
. . B Wizards
w788-1 lickin m S
88-1 by clicking Syst e il
> Restart. - IP Settings | [ BElEi ]l
Services
Restart
~[E Passwords
Evenis [ Festore Memory Defaults ]
—— The following settings are not modified when restoring the (VLAN devics to memony defaults:
B E-mail IP Address, Subnet Mask, Gateway Address, SSID, DHCP Flag,
Systern N . System Lacation, System Cantact, D Mode,
B0 SHMP CM:‘TV e e e
-5 Sysloy
B snTP
Fautl date [ Restore Factory Defaults and Restart ]
B0 Load&Save
CPLUG
B Interfaces
BHIT Security B
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18. Navigate to SySt em > SNWP 4 wrse1PRO Agent Configuration
and enter private under read | "7
) . ) ettings
community string. Confirm B Serices ShMP enabled
with Set Values. .
Events SMMPv1#v2e enabled:
E-mail
£123 ShvP ShivPy1fv2e read only
B Traps ShMPy1 traps enabled ]
%:E Trap community string: : |
B ﬁ Read community string:
%ﬁme Wyrite community string : |
] Load&Save
B cpwe SNIMPY3 enabled
00 Interfaces
=1 Security
=1 Bridge
(2 Fikers - Refiesh I setvaes |
Note Configure the second SCALANCE W788-1 in the same way. For this
purpose, connect the server PC directly to the Ethernet interface of the
second SCALANCE W788-1.
5.3.3 Wizards of the SCALANCE W746-1
Table 5-7
No. Action Comment
1. Connect the server PC to the
SCALANCE X108.
2. Open the web-based http://172.158.1.8
management for the
SCALANCE W746-1.
3. Click W zards -> Basic in IP Settings
the navigation bar. You can
Sk'p the flrst dlalog bOX Wlth Eetfnrekynu ctar:] setupd your new device, a few settings for operation within your
the IP address by clicking e O TR
NeXt .g gterf% This wizard will ask you far all the settings necessary.
. ecurity
‘?D Bridge  Specified IP address O DHCP server
B Infarmation
Please assign a local network [P address to this device, along with the
relevant netmask
IP address: 172158.1.8
Supnet mask: 255.255.255.0
e ]
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4, You have already transferred ‘EI' W74
the system name to the ?a
H . B Basic
rl\r/l-lg\?\]liee\éaRthGe Stl '\/.ltﬁTIC t g Check or set System Name to identify your AP in Netwaork
. GO 10 the nex B+ System
window here. (3 nterfaces
g ::;41“[ Systermn name: "7 461 i
E{21 |nfarmation
o J[ e ]
5. Select GERMANY as a e v
country code and go to the ‘?@%
. Basic
next Step with Next. S| Security Please choose your country code.
] System
B Intetfaces
g :?;—urew Country code: GERMANY v
'D Information
e J[ e ]
6. Deactivate the function that o wrss
enables the connection to all ?‘3
. Basic
SSIDS Enter the I’adIO ! Security Enter a netwotk nare (SSI0) for your wireless netwark.
neltworlfj r;ame you r_lave]c E ;ii.:::es Ay name can b used, ut the same rame st bs used it 3l ther
selected for WLAN interface b Gty
2 of the SCALANCE W788-2 | .qyoie Connectto ANY SSID: (]
under SSID (Table 5'5, line #{23 Information SSID Beta
7). Select 2.4 GHz 11 Mbps Wireless mode: | 2.4GHz 11 Mbps (802.11b) E
(802.11b) as Wireless
Mode. Confirm the entry with
Next.
<< Back Ill MNext »> ]l
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7. Select the antenna you have | ‘= wust
. Bl A Wizards
installed on the W746-1 from | " g
the SE|eCtIOI’l bOX If your DD Security Set outdoar mode for wireless interface.
. . . #(2] Gystem
ante'nna IS not d|5p|ayed n Cl\merfa:es Outdoor Client mode L]
the list or you have not SZTW
installed an antenna, select I o e e
User defined. Click Next to e ——— -
goto the next configuration e nings] .
WlndOW. Antenna cahble length (in meters). 0
<< Back ] I MNext >> ]I
8. For reasons of accessibility, | ‘& wet
all devices that are e
COI’]I’]eCted tO the Ethernet Security Choose the type of MAC address adoptation.
. Get the first valid MAC address as adopt MAC addrese or enter specific MAC
interface of the W746-1 need | --eer adirese, & o
a MAC address. If more than | & secun
one node is installed :gw-
Information
downstream the SCALANCE o e |
W746-1 - as with this
configuration -, the Layer 2
Tunneling function can be
used. Select Layer 2 Tunnel
as a MAC mOde Click Next «<Bade_| i T ]l
to go to the final step.
9. Once the Basic Wizard is o v
Complete, an Overview of the Ea Congratulations! You have checked all basic settings.
parameters entered is .C'l Security To make the security settings, you can use the SECURITY WizarD
ysterm
diSpIayed. Exit the wizard B nterfaces You have made the following settings:
1 ini = Security System name: WFAB-1
Wlth FInISh tO accept a” 1] Bridge. Country code: GERMANY
settings. B forrnation S5ID for WLAR Beta
WLAN moade: 2.4 GHz 11Mbps (B02.11b)
WLAN channel 1 (2412MHz)
Adopt MAC Address: Layer 2 Tunnsl
Important: Press the 'Finish' button to adopt the changes!
[
10. | Restart the SCALANCE o v
W746-1 by clicking Syst em Eﬁ
> Restart. Logon to the - P Settings [ e ]l
web-based management " %
. esta
again after the restart. S Bacownils
E) Everts [ Restore Memory Defaults ]
: . E-rmail The following settings are not modified when restoring the MYLAN device to memeory defaults:
. . . E-mall IF Address, Subnet Mask, Gateway Address, DHCF Flag,
The Bas|c W|Zard IS thus {0 SNMP g;;s:::vn;rg: System Location, System Contact, Deviee Mode,
complete. Syslog
B SNTP
Fauit state [ Restare Factory Defaults and Restart ]
H {0 LoadBave
B ePLUG
B Interfaces
B Security
B Bridge
B Infarmation
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11. The security settings are = wias
. =] izards
made in the next steps. Open | =i
the Security Wizard by | B Secuiy
C|ICkIng W zar dS -> E it::f:r:es This wizard assists you in protecting the device and your data from unauthorized
Security. On the first page, | #@secuin
B+ Bridige First, set a configuration password
you can change the i e W0 i
administrator password for Current Admin Password: ]
the web-based management.
Skip this setting with Next. Password |
Confirm passwiord |
.|
12. | Do not change the default E’;M
. . EH wizards
settings in the next step and B pasic
proceed W|th NeXt_ : B Security The device's configuration may be accessed from different protocol interfaces. Here
D Systemn you ray reduce the access rights via different protocal interfaces:
D Interfaces
BIE3 Securit Command Ling Interface [CLI) / Telnet protocol:
#{1 bridge WEE Based Maragerment / HTML protocol:
#-{] Information
Simple Management Netwark Protocol {ShF)
You can allow management of AP only from wired (Ethernet) interface and close
ranagement ability fram wirsless interface for security reason
Allow management only from wired interface: L]
ek ] |_neer |
13. | Change the write permission | ‘& w1 Protacal
. . =
of SNMP variables into o
public and click Next to go to B Secuiy
. H stem
the neXt COnf'gurat'On g Iﬁn‘t“e;:es Set the SNMPv] community string to protect your device from the unauthorized
[ — access over SHMPy]
B0 Bridge *fou can forbid to use SNMPY1 protocol for configuration.
#{] Information
Write cormrmunity string: :'pﬂgrmicr
SMMPy 142 read only:
coser | [eer ]
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Note the user name and
password for the configu-
ration of the RADIUS server.

Click Next to go to the next

No. Action Comment
14. | Select High (WPA2) and ‘E;M
. . B Wizards
Cipher AUTO as a security -8 Basc
level. Click Next to go to the B Secuity
neXt Step g ﬁns:f?:es Choose wireless Security level.
BI] Security
E {1 Bridge Security level: WI
53 Information
Cipher AUTO v
Security level: High
Authentication type: WPAZ
Encryption: Enabled
Cipher: AUTO
whack | [ reir
15. Enter a user name (here: 5 wrssn
W?746) and a password
(here: . ) B Security The Dotlx User Mame and Password are required to communicate with 802.1x
RADIUS_Authentication) System Server
which the SCALANCE can Iterfaras
use to log on to the RADIUS Dot 1 user name W46
server. {7 |nformation Dot1x user passivord: [ITTT) -!
Note: Password confirmation: ssnng| |

<< Back ][ MNext »> ]I

Cancel

{1 System
©{3 |nterfaces
{1 Security
{0 Bridge
{3 Information

step.
16. You can exit the Security = st
Wizard with Next. G opidll
B cL Enabled
asic
Security WEB interface: Enabled
0 System SNWPy: Enabled
O Interfaces Management only from Ethernet Disabled
{3 Security
D Eridae SNMPY! read anly: Enahled
B Infarmation
Intracell communication for YWLAN Allowed
Security level for VWLAN: High
17. | Close the Security Wizard ' wias
. .. EHE Wizards
with Finish. B Busic
~B Security

Congratulations! You have checked all security settings.

For more security level by management access you can use

ACCESS IP LisT to allow or deny S

ome |P addresses.

Important: Press the 'Finish' buttan to adopt the changes!

]
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18. Restart the SCALANCE
W746-1 by clicking Syst em
->Restart.

e wrapa
'D Wyizards
B System
B IP Settings
~E) Services
Restart
~[E) Passwords
Bl Events
£ SNMP
Eyslog
-8 snTP
Fault state
# {0 Load&Save
C-PLUG
B nterfaces
B Security
B2 Brdge
& Information

| Restart |

[ Restore Memory Defaults ]

The folloming settings are not madified when restoring the (WLAN device ta memary defaults:
IF Address, Subnet Mask, Gatenay Address, DHCF Flag,

System Name, System Location, System Contact, Device Mode,

Country Code.

[ Restore Factory Defaults and Restart ]

19. Navigate to Syst em > SNWVP
and enter private under read
community string. Confirm
with Set Values.

I":'f‘ W7AB-1

{3 Wizards
S System
P Settings
Semices
Restart
B Passwords
Events
o1& shME
= Traps
Graups
Users
Syslog
B snte
Fault state
B Loada.Save
C-PLUG
{17 Interfaces
{0 Security
(3 Bridge

Configuration

SNMP enabled

[<]

ShMPy1/v2c enabled:
ShMPy 12 read only
ShWPy1 traps enabled

0 = &

Trap community string
Read community string rivate

Write community string

SNMPv3 enabled

v Risfresh | | Set Valuss |

20. Reconnect the server PC to
port 9.3 of the SCALANCE
X414-3E.
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5.4 Configuration of the FTP server
The configuration of the FTP server is demonstrated using the JanaServer
freeware tool.
Note The Internet Explorer of the Win2003 operating system has high security
settings and the configuration page of the JanaServer might be blocked.
Enter the HTML address of the configuration page into the list of trusted
pages.
Table 5-8
No. Action Comment
1. Start the configuration page of
the JanaServer by clicking
Start->Prograns->
JanaServer 2->
Admi ni stration.
2. Click Configuration.
Any User on the network can change his personal password for email,
email forwarding or proxy access here.
Administrative settings or server monitoring using the system MMonitor are
restricted to the Administrator.
Opera hrowser users: The hrowser should identify itself as OPERA, and
not as IE or Netscape.
3. Select the menu item Basic
Settings in the Configuration
navigation box.
4, Click the submenu IP
addresses in the Basic
Settings menu item.
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No. Action Comment
5. Enter the additional IP address
172.158.1.7 under Settings of
IP Addresses. The IP  Help with (s page «
addresses are separated by
1 i i Here you can specify those IP addresses which Jana will be bound to. It
commas. Conflrm Wlth SmeIt- would make sense to enter the IP-address of the local server network
card. In case you want one or more Server-Options to he accessible from
the Internet, please enter 0.0.0.0 as an additional IP-address separated by
a colon. (, ) If you use Jana on a single machine only, enter the TP-address
{ 127.0.0.1 ). Access via the local network is then, however, disabled. Do
never enter the address of any Client-Machine here !
TP-Addresses: ||[127.001.172.15817 |
| First click Submit for the lower part of this page to reload.
6. Activate the FTP-Server both
for the Local host (127.0.0.)
and the PC (17215817) Here you can activate functions for interfaces - e.g. which interface will
handle what function. If you have specified interface 0.0.0.0 , the function
SCI’Oll dOWn the HTML pa’_ge that will be assigned to this interface must he hound solely to this
and accept yOUI’ Set“ng W|th interface. If you bind the function assigned to 0.0.0.0 to an additional
Su bm|t interface, the Server will start with an error message in the Server Log
' File.
Function 127.0.0.1 172.158.1.7
Http / Ftp Proxy L] [
Hittp Server L] |
SSL Http Server ] [
I Ftp Server =2 2
SSL Ftp-Server I r
You must restart Jana to activate the changes made on this page. Check
the Server Log File afterwards to look for any errors !
7. Restart the PC.
8. Navigate to Server in the
Navigation box Home.
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No. Action Comment
9. Finally click FTP server in the
Navigation box Server.
roxy Server
Http Serve
10. | Scroll down the web site to the
end and create a new user
with New under FTP Server
User.
11. | Enter CP341 as a Login
Name and admin as a
password. You can enter the En i e
Path where the file of the
CP343-1 IT is to be filed under Ifals(etting theifpassx.vnrddtu ANY, any password will heA:m:epted. This
. . makes sense if you intend to create an anonymous user. Anonymus users
User Root Di reCtory' (Here' should never he granted write, delete or folder access rights. If you want to
C\) Provide the user with grant access to multiple folders, you must enter them separated by a colon
. . f - { , ). For each additional folder you must first enter a link name, followed
write perm Isf]l%n % C_0nf|rm by an equals sign { = ) and then the physical folder path. Users will only
your entry Wit ubmit. see the link name as a folder entry.
ie. Cithtmlroot,cgi=C:icgi-bin, Files=D:
Note: -
The Iogln data for the user are Login Name: cPaai
stored in the DB10 data block |
and can be opened and edited st T
USing the SIMATIC User Root Directory: e
MANAGER. Write Access: 2
Create / Delete Folder: [
Delete Files: |
12. | Restart the PC.
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5.5 Configuration of the redundancy method RSTP

The rapid spanning tree function is configured in all SCALANCE X
modules and access points.

Figure 5-3

I
\

J)

Access point W788-2

2nd access point

SCALANCE X308-2

\\\

1st access point
W788-1

SCALANCE X414-3E
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Table 5-9

Article ID: 30805917

No. Action

Comment

1. Open the web-based
management for the
SCALANCE X308-2.

http://172.158.1.5

2. For the rapid spanning tree
protocol, the ring redundancy
must be switched off in the
SCALANCE. Navigate to X-
300->Ri ng Config and
switch off the ring redundancy.
Confirm the action with Set
Values.

SCALANCE X310

{:l System
5@@

B Ring Config
Fault Mask

’ Counters
B0 Agent
B Bwitch

B Ports

B0 Statistics

Standby Mask

X-300 Ring Configuration

| [] Ring Redundancy enahled I

[ Redundancy Manager iRM) enabled

[ Refresh ] I Set Values ]

3. Click Switch in the navigation
bar. Activate RSTP and
confirm your selection with Set
Values.

SCALANCE %310
B0 System
B x-300
{0 Agent
EIE Switch
B Pone
B Statistics

Switch Configuration

Mirroring Enabled
Aging Enabled

Mirtared Port
Aging Time [sec]: 45

Switch Enabled Protocols

Wanitor Port

[ GMRP [ 1GMP Snooping [] GvWRP
[ &P RSTP [] DHCP Relay Agent (Opt 82

4. You can change the bri dge
priority under Switch-
>Spanning Tree. The switch
with the lowest bridge ID
becomes the root bridge.
Change the value to 4096.
This ensures that the
SCALANCE X308-2 becomes
the root bridge.

Save the settings with Set
Values.

M scauance w2
#10 System
i %300
=1 Agent
A Switch
= (3802 1x
=0 Unicast Filter (ACL)
#20 Mullicast Groups
B Brosdeast Mask
) Lodad Limits
0 YLAN
=3 Spanning Tree
Buoe
B DHCP Rulay Agent
) Ports Diagnostics
¥ Pons
2 Satistics

Spanning Tree Configuration

Gridge Priorty. | 4085 Root Priory.
Bridgi Address oot Address:

RootPort [ ] Roat Cost: |
Topology Changes: 1] Lirst Topology Changs: [_1m]
Brigge Hello Time [5]: | ] oot Hello Time [s]: :l

Brigge Forward Delay [5]: | 15
Bridge MaxAgefsl: | 20

Root Forwar Detay js): [_15]
oot Max Age [5]: -m

5. Only the RSTP ports are to be
used in this application. For an
overview table of the individual
ports, refer to Swi t ch- >
Spanni ng Tree->Ports. All
ports that are not needed must
not use RSTP either. First of
all, click port 1.

T scaLANCE 3082
{2 System

Q%30

0 Agent
2 Switch
(0802, 1x
{7 Unicast Filter (ACL)
1 Multicast Groups
-5 Broadeast Mask
Load Limits
HO VAN
(=43 Spanning Tree

Ports

Loe
~[E) DHCP Relay Agent
Ports Diagnostics
8 Ports

0 Statistics

(Rapid) Spanning Tree Port Parameters

0 Priority  Path Cost State  Fwd.Trans, Edge P.1P.
enablad 128 2000000 disabled 0 ¥es  no
—< enabled 128 200000 Torwarding 2 s no
_3 enabled 128 2000000 disabled a yes no
_4  enabled 128 2000000 disabled o yes no
5 enabled 128 2000000 digabled 0 e s no
_6&  enabled 128 200000 Tarearding 2 Yes no
_ 7 enabled 128 2000000 disabled 1) yes no
8 enabled 128 2000000 disabled o yes no
_9  enabled 128 2000000 digabled ] yeg no
10 enabled 128 20000 forwarding ] ves  no

V1.0

Page 111/180




Setup, Configuration and Operation of the Application
Configuration

SIEMENS

Configuration 12 Article ID: 30805917

No. Action Comment

Copyright © Siemens AG 2008 All rights reserved
30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

Deactivate the RSTP for this

BE] scauance xaoe2

(Rapid) Spanning Tree Port Configuration

port and confirm with Set @an ot ]
Values. Upon clicking the Next | =2 ) marineageron
Port button, the same window DEIEm 1

as for port 2 appears
automatically. Deactivate the
RSTP for all ports that are not
used, i.e. all except for port 6
and 10.

*1{] Unicast Filler (ACL)
F{20 Multicast Groups
&) Hroadeast Mask
B Load Limits:
*3 WLAN
=M Spanning Tree
B Ports
B Lor
Bl DHCP Relay Agent
B Ports Dagnoshcs
B Pons
B0 Sratistics

Friary: 12
Admin Fath Cost: 0

Falh Cost

Adrin FPoint to Point Status:
L] Pointta Foint Connection

[ Shared Modia Gonneclion

[Ptz J[

el

| ST

= |

Med Porl

The port table shows what port

E SCALANCE #308-2

(Rapid) Spanning Tree Port Parameters

. . . {0 System
is activated or deactivated for e Fort us  Prioity  PaihOost  Stale  Fwd Trans, Ecge P.LP
S 1| disabled 128 2000000 digabled 0 yes no
RSTP O Agent Tz| disabled | 128 200000 forwarding 2 ves  no
’ 3 Switch _3| disabled 128 2000000 disabled 0 yes  no
p— ] 4| disabled 128 2000000 disabled o yes na
Dyeo21x _ 5| dicabled 128 2000000 digabled 0 yes  no
= Unicast Filter (ACL) _6 | enabled 128 200000 forwarding 2 ves  no
_7 | disabled 128 2000000 disabled o yes no
{1 Multicast Groups _&| disabled 128 2000000 disabled 0 ves  no
Broadcast Magk _ 9| disabled 128 2000000 disabled [t} yes no
e — 10| enabled 128 20000 forwarding ) ves no

Load Limits
B VLAN

43 Spanning Tree

Ports

LLDP.
) DHCP Relay Agent
[E) Parts Diagnostics
B Pots

{1 Statistics

Since port 6 and 10 are

i scALANCE xa082

B System
connected to another " ort_STP Sttus St ,
i B Agent 712 :‘SEE:E: 138 200000 ?Isamsﬂ 2 e
2 disable orwarding yes o
SCALANCE’ the tICk for the EHEY Switch 3 disabled 128 2000000 disabled 0 yes no
A _4 disabled 128 2000000 disabled L1} yes no
end node mUSt be removed fOI‘ B 802.1x disabled 138 2000000 disabled i yes  no
. . B U 1 Filter (ACL) I fl enabled 128 200000 forwarding 2 yes no
these portS. Click pOI"t 6 in the []8 Jugge e 7 disabled 133 2000000  disabled 0 yes  ng
bl Multicast Groups T8 diabled 128 2000000 disabled il ¥es o
] Broadcast Mask 8 disabled 138 2000000 disabled i yes  no
port table. Tma: ::ns = 0 enabled 128 20000 Torwarding 2 no  yes
B3 VLAN
E{4 Spanning Tree
~B Ports
LOP
E1 DHCP Relay Agent
-] Ports Diagnostics
Ports
B Statistics

(Rapid) Spanning Tree Port Parameters

Deactivate the Admin Edge
Port and confirm with Set
Values. Click Port to get back
to the port table. Repeat the
procedure for port 10.

T scaance sz

(3 System

{1 %300

£ (1 Agent

=3 Switch

{1802.1x

+3 Unicast Filter (ACL)

{13 Mutticast Groups

) Broadcast Mask

Load Limits

0 vLAN

+E3 Spanning Tree
Ports

-8 LLDP

DHCP Relay Agent

2 Ports Diagnostics

B Ports

4 (1] Statistics

(Rapid) Spanning Tree Port Configuration

Pot: 6|

(R)STP enabled

Friority 128
a

Admin Path Cost

Path Cost,

[J  Admin Edge Port

Admin Pointto Point Status
[ Paintta Point Connestion

[ Shared Media Cannection

[

Refresh

J| setvales

W[ previeusport | [

Next Port
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Table 5-10

Article ID: 30805917

No. Action

Comment

1. Set the DIP switch on the
SCALANCE X414-3E to the
position shown to the right.
The DIP switches are located
in module 4.

RM = Off
STBY = Off
R1 = On
R2 = On

2. After changing the DIP
switch, the SCALANCE must
be restarted. Briefly switch
the voltage supply of the
SCALANCE X414-3E off and
switch it on again.

3. Open the web-based
management for the
SCALANCE X414-3E.

http://172.158.1.4

4, Click Switch in the
navigation bar. Activate
RSTP and confirm your
selection with Set Values.

[N =N e § 72 P =Bl Switch Configuration

={] System
(%400
0 Agent
1 Switch
= Router
Potts
{7 Statistics

[] Mirrating Enabled Mirrored Port: 52

Aging Time [sec]: 40
Switch Enabled Protocols

Monitar Port: | 51+

Aging Enabled

[] GMRP [] 1GMP Shooping [J GVrRP
[] sTF [] DHGP Relay Agent (Opt. 82)

5. Only the RSTP ports are to
be used in this application.
For an overview table of the
individual ports, refer to

Swi t ch-> Spanni ng Tree
->Port s. All ports that are
not needed must not use
RSTP either. First of all, click
port 5.2.

m I P =0 4P 5 =M (Rapid) Spanning Tree Port Parameters

B System
B %400
B0 Agent
2143 Bwitch
E802.1%
13 Unicast Filter (ACL)
=] Multicast Graups
-5 Broadcast Mask
~[E Load Limits
E{E3 VAN
{3 Spanning Tree
B Pots
LLDP
DHCP Relay Agent
B Rauter
E
B {7 Statistics

6. Deactivate RSTP for this port
and confirm with Set Values.
Upon clicking the Next Port
button, the same window is
displayed automatically for
port 9.1. Deactivate RSTP for
all ports that are not used, i.e.
for all except for ports 5.1,
9.3 and 9.4.

71 System
(] X400
# Agent
=4 Switch
0 B02.1%
{0 Unicast Filter (ACL)
(] Multicast Groups
[ Broadcast Mask
B Load Lirnits
B VAN
B3 Spanning Tree
B Ponts
LLOP
DHCP Relay Agent
£ Router
~E Ports
#{1] Statistics

art STF Status  Priority  Path Cost State e 2

B enabled 128 20000 forwarding 2 no yes
enabled 128 0000 disabled 0 yes  no
91 enabled 128 200000 disabled o yas no
892 enabled 128 200000 disahbled o yes no
93 enabled 128 200000 forwarding 2 yes  no
_94  enabled 128 200000 forwarding 2 yes no
101 enahled 128 200000 disahled o yes no
102 enabled 128 200000 digahled 0 Yeg no
103  enabled 128 200000 digahled 0 Yeg no
104  enabled 128 200000 disabled 0 s no

11 enabled 128 200000 disabled 0 s no
11.2  enabled 128 200000 disabled 0 yes no
11 enablad 128 200000 disablad o yas no
11 enhabled 128 200000 disahled o yes no

[ scALANCE x414.3E (Rapid) Spanning Tree Port Configuration

[J (RISTF enabled Admin Edge Port

Priotity 128 Adrnin Pointto Point Status:

Admin Path Cost: o [ Paintta Point Connection

Path Cost 20000 [0 Shared Media Connection

Parts Refresh I Set Values I Previous Port | Hext Part I
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No.

Action

Comment

The port table shows what
port is activated or
deactivated for RSTP.

[T scavance xe143E
{0 System
100
1 Agent
3 Buitch
EI 802 1x
{10 Unicast Filter (ACL
B2 Multicast Groups
Broadeast Mask
Load Limits
= VLAN
=13 Spanning Tree
B Porte
LLDP
DHCP Relay Agent
{0 Router
S Potts
{0 Statistics

(Rapid) Spanni

1 enahled 128 20000

51 forwarding 2

52 | disabled 128 20000 disabled 0 yes  no
8.1 | disabled 128 200000 disabled i yes  no
8.2 | disabled 128 200000 disabled 0 yes  no
8.3 | enabled 128 200000 forwarding 2 yes  no
8.4 | enabled 128 200000 forwarding 2 yes  no
10.1 | disabled 128 200000 disabled 0 yes  no
10.2 | disabled 128 200000 disabled i yes  no
10.3 | disabled 128 200000 disabled i yes  no
10.4 | disabled 128 200000 disabled 0 yes  no
111 | disabled 128 200000 disabled i yes  no
112 | disabled 128 200000 disabled 0 yes  no
113 | disabled 128 200000 disabled 0 yes  no
114 | disabled 128 200000 disabled 0 yes  no

Since port 5.1 and 9.3 are
connected to another
SCALANCE, the tick for the
end node must be removed
for these ports. Click port 5.1
in the port table.

m SCALAMCE ®414-3E
7] System

#{0 %400

f1C1 pgent

=4 Switch

aa02.1x

{1 Unicast Filter (ACL)
{3 Multicast Groups
+[E] Broadcast Mask

- 1B Load Limits

@ van

=3 Spanning Tres

' 2] DHCP Relay Agent
#{ Router

Ports

*{] Statistics

(

enahled 128 20000 forwarding 2 no yes

2 disabled 128 20000 disabled o yes no
A1  disabled 128 200000 disabled o yes no
8.2 disabled 128 200000 dizahled 0 yes no
93 enabled 128 200000 forwarding 2 yes no
enabled 128 200000 forwarding x yes no
disabled 128 200000 disabled o yes no
disahled 128 200000 digabled 0 Ves no

10.3  disabled 128 200000 disabled 0 yes no
104 disabled 128 200000 disabled o yes no
111 disabled 128 200000 disabled 1) yes no
112 disabled 128 200000 disabled 0 yes no
11.3  disabled 128 200000 disabled 0 yes no
114 disabled 128 200000 disabled 1) yes no

Deactivate the Admin Edge
Port and confirm with Set
Values. Click Port to get
back to the port table. Repeat
the procedure for port 9.3.

21 Bystem
0 %400
F0 Agent
=24 Swilch

LE]

Brosdcast Mask
[l Load Limits

L)

Part [5.1

[ (RSTP onabiled

(] Admin Edge Parl

Priarity [128 Adierin P 1 Podnt Stalus
Admin Path Cost 0 [ et ta Paint Cannectian
Pamn Cost [ z0000] [ Shared Meda Connection
I[ pot= [ mewesn || cetvemes | Frevouspon | [ medror |
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RSTP in the SCALANCE W

Table 5-11
No. Action Comment
1. Open the web-based http://172.158.1.3
management for the
SCALANCE W788-2.
2. Click Bri dge- >Spanni ng Y wreeapRO
- i i B0 Wizards
Tr ge >.Pr operti _es in the msig e
navigation bar. Activate EFES Interfaces
RSTP, select RSTP as a B Etheret :
version and confirm your b e version Laene
selection with Set Values. B Securt
=3 Bridge Bricige Priority 32768 |
B WDS .«
- Mai Age: 20 |
B Learning Table Hello Time: ‘g |
ARF Table A
5123 Spanriing Tres Faonward Delay 15 |
B Properties
Ports
2] Stormn Thresholds
B Filters " Refresh ]I [ SetValues ]
3. Only the RSTP ports are to l"_—j_"mM
. . . . = zards
be used in this application. %2 System e
. 5124 Interfages B X
For an overview table of the o ’:LAM : =
individual ports, refer to LW T R = P TR
Bri dge-> Spanning Tree | , .>° WLANAVAPZ B o 5 X oAb O
->Port s. All ports that are T L 52 DR
not needed must not use 4 v WLANTVARS - m e e
. . B Leaming Table WLAN 1 VAP & 10 100 o X At 0
RSTP either. Deactivate all | B AR Tabe WLANIVARE o -
boxes except for Tl wianivAPT o w =
° Eth ernet , B Pons WLAN 1 WDS 1 128 100 0 Aue I
1 B Btanm Thieshalds LAN 1 WDS 2 - 100 1 ) s B
L4 WLAN 1, j:—:_e:,, WLAN 1WDS 3 120 100 0 Aute O
° WLAN 1 #0 |nformnation WLAN1WDS 4 128 100 a At 0
WLAN 1 WDS5 P 11 1] 1} Autn 0O
e WDSI, T T heen [ sevee |
e WLAN1
e WDS 2,
e WLAN?2
e Redundancy.
Confirm with Set Values.
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4, Since the Ethernet, WLAN 1, | ‘& wsszso -

{RISTP Port Parameters

WLAN 1 WDS 1, WLAN 1 jﬁ For " Prioity | STP Cost | RSTF Cost | E L
WDS 2and WLAN 2 ports | g SRR B O 0 T T O
are connected to another 9C WL T TS o . —
SCALANCE, the t|Ck for the ;:ﬁ WLAN 1 VAP 2 128 10 a % Aato O
end node must be removed P WLAN1VAP3 1 1w 0 KA O
for these ports. Click the o A o e
H 8] Lisarrang Tiablo 18 glit} (i 4 Aut 0
Ethernet port in the port = P - . e
table . WLAN 1 VAP T 13 1) (1] ® Autn |
Ponts WLAN 1 WDS51 18 100 a Auto =]
& Stomn Theesholds | w1 AN 1 WDS 2 128 100 i Ao [
{7 Fitters
%5 LFgaturas WLAN 1 WDS 3 128 100 (1] Auto ||
£ (21 Infarmation WLAN 1 WDS 4 128 100 0 Ao [
WLAN 1 WDS 6 128 100 (1] Auto | .
5. Deactivate the Admin Edge | ‘= wresarro
Port and confirm with Set co— e
Values. Repeat the T
thernet
) I WLANZ
WDS 2 and WLAN 2. e _
Bridge STP Admin Path Cost:
Eg ﬁ RSTP Admin Path Cost o
~[B Learming Table IAdmm Edge Port: [
) ARP Table
453 Spanning Tree Admin Point-To-Paint | Auto ~|
Properties
B Ports
[ Stormn Thresholds
B Fitters
] |-Features
B0 Infarmation
<< Back )| Refresh I setvaes |
Repeat the procedure for both SCALANCE W788-1. Please note that these
modules are only equipped with one WLAN interface, i.e. they do not have
a WLAN 2 port. Enable RSTP only for Ethernet, WLAN 1, WLAN 1 WDS 1
and WLAN 1 WDS 2, and deactivate Admin Edge Port on these ports.
Note To be able to configure the second SCALANCE W788-1, the server must
be connected directly to the Ethernet port of the access point. After the
configuration is complete, reconnect the server to the SCALANCE X414-
3E.
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5.6 Configuration of WDS
The WDS function is configured in all SCALANCE W78x modules.
Figure 5-4
=1 i | [ I
= T_
N -
\ _
L]
\\ |
Access point W788-2
k172.158.1.3
2nd access point W78841 f _
172.158//
1st access point W788-1 |
172.158.1.1 I S—
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5.6.1 WDS in the SCALANCE W788-2
The SCALANCE W788-2 must establish a WDS connection to the following
components using the first WLAN interface:
e First SCALANCE W788-1 (device name: W788-1-1)
e Second SCALANCE W788-1 (device name: W788-1-2)
Table 5-12
No. Action Comment
1. Open the web-based http://172.158.1.3
management for the
SCALANCE W788-2.
2. Click Bri dge- > WS- e wrazeno
. A . ={0 System e ne Key Mew key
>WLANL1 in the navigation bar. Eg&{ ISR TTRE 1 oenese R
Enter the device name of Sy pidae 0o | ] D [tore ]
the first SCALANCE W788- | 7= i [11@ 0 rore =l
1 in the first line. Tick Sel Swse |50 o =
(Select) and Enc ﬁnghh\e oo | i O ;Nune Ml
(Encryption). Select WPA- . oo ] 0] [Nere 8l
PSK as a key "B Stom Thesholgs | 0 O | | @ 0O [rone v [
o
B Infarmation
B Wizards
3. Enter the device name of i vasamo .
the second SCALANCE @ o o T
W788-1 in the second line. - s C oL ST
Tick Sel (Select) and Enc Scawns oo © O Nore oIl
(Encryption). Select WPA- il oo | 10N O oo el
PSK as a key. sawa LI | - s B ]
. . 2 Leaming Table 0o | g [ rone o
Confirm your entry with Set s o | . s =
Values. ztmThTh\d 0o | | © O None ||
i
{23 Information
£ izerds Refresh J[ setvawes | I
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5.6.2 WDS in the first SCALANCE W788-1
The SCALANCE W788-1 is expected to establish a WDS connection to the
following components:
e SCALANCE W788-2 (device name: W788-2)
e Second SCALANCE W788-1 (device name: W788-1-2)
Table 5-13
No. Action Comment
1. Open the web-based http://172.158.1.1
management for the
SCALANCE W788-1.
2. Click Bri dge- > WDS in the ?L—
navigation bar. Sinmtes : 1 o]
Enter the device name of aLT“ oo | | @ O [nene o[
the SCALANCE W788-2 in It = = | | =l ol
the first line. Tick Sel (Select) |  saemw. 20 . 2
and Enc (Encryption). Select D stom Tl T 1o 0 Tl
WPA-PSK as a key. . 0o | | @ O [rowe Bl
2 Information @ @ | | & O [Maone v
1 Wizards
3. Enter the device name of F;;M ce
the second SCALANCE ipm— AT o
W788-1 in the second line. Eg;,i;f;“[ [0 = weez | © [ |weaPsk =l
Tick Sel (Select) and Enc - Bums B0 | & [ [Hone Bl
(Encryption). Select WPA- el : o | | © O vl]
PSK as a key E{:ISpemmrvqTree a o | | O [None |
. . B Storm Thresholds oo | e o[
Confirm your entry with Set 50 Fies m— e -l
Values. i e 0o | 1 © 0 e i
B[] Wizards
Refresh J [ setvaies ]I
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5.6.3 WDS in the second SCALANCE W788-1
The SCALANCE W788-1 is expected to establish a WDS connection to the
following components:
e SCALANCE W788-2 (device name: W788-2)
e First SCALANCE W788-1 (device name: W788-1-1)

Note To be able to configure the second SCALANCE W788-1, the server must
be connected directly to the Ethernet port of the access point. After the
configuration is complete, reconnect the server to the SCALANCE X414-
3E.

Table 5-14
No. Action Comment
1. Open the web-based http://172.158.1.2
management for the
SCALANCE W788-1.
2. Click Bri dge- > WDSin the HD‘VL— :
navigation bar. 1 nterfaces [ o
D e Curit -
Enter the device name of aﬁ oo [ | O O [rere Il
the SCALANCE W788-2 in e . | = R
the first line. Tick Sel (Select) | sz E E ! g E = |
and Enc (Encryption). Select ool - - e =
WPA-PSK as a key. . . oo | T [ | —
{2 Information 18 |- 1O O [None V'l—
0 Wizards
3. Enter the device name of ' wron-1ero0
the first SCALANCE W788- S‘SJ‘? 3 =
1 in the second line. Tick Sel | #&secu =5 s Lo = 2
' B | ENERTEE | © B [weeesc =l
(Select) and Enc B vos wa| & O [roe =l
(Encryption). Select WPA- il o o | | @ O [vowe Il
PSK as a key. 1 Spanning Tree @ E | | @ O [Now |
Storm Thresholds [ 1 @ [ None Z|
Confirm your entry with Set £ it . - El:iv:
{3 |-Features R L !
Values {3 :n:nvmaunn 0| | @ O [Mane bl
D Wizards
Ref ] SetValues ]l
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5.6.4 WDS link check
Table 5-15
No. Action Comment
1. Connect the server PC to
port 9.3 of the SCALANCE
X414-3E.
2. Open, for example, the web- | http://172.158.1.3
based management for the
SCALANCE W788-2.
3. Click Br i dge- > WDS- %@ 1 Interface
>WLANL in the navigation bar. | =cimeraces F e [wreer ;
As soon as a WDS - 09 e | |
connection to the partners Eauw oo | 0 O [tene |
has been established, the link 2w L | D "?‘
i B VLAN a = | | ) O None vl
button lights up green. Bl [ R =
~[E] ARP Table -
B Spanning Tree oo | | @ O [Nore :“
B Btom Thieshoids | [ O | | @ O [Nme E
e
H Infarmation
HIO Wizards e
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5.7 Configuration of the access control
On the one hand, an access list is created in the SCALANCE W746-1 for
the access control. On the other hand, a RADIUS server is set up in the
Win2003 server operating system and the components involved are
configured.
Figure 5-5
: |
1]
LT
‘ ) \\
W746-1
\\\ O]
P[ Access point W788-2 :
. /// & /f_
N
RADIUS server-
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5.7.1 Access rights for IP addresses
By means of defining access rights, only specific IP addresses are allowed
to access the SCALANCE module management.
Table 5-16
No. Action Comment
1. Connect the server PC to the
SCALANCE X108.
2. Open the web-based http://172.158.1.8
management for the
SCALANCE W746-1.
3. Navigate to Securi ty-> %
Access. D@ [0.0.00 |.loooo |
(] Interfaces =
559 Security [0.000 |-[onoo \
Basic WLAN [0.000 |-loo0o J
Keys ;
¢ Bl Access
) Brge
©3 lnformetion [ REfaai ] [ v | All selected IPs! | Accessed ~ |
4, Enter the IP range "—Lﬁ Lis
172.158.1.7-172.158.1.11. Jﬁ 0 1?3.155.1.? . 172158111
Select Sel and Accessed for | [Jue — —
all IP addresses. Set the IP B as vasn 0000 o000
address range to Enable. iL
Confirm your entry with Set il
Values. - T | [ b ) Allselected IPs [ Ao v
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5.7.2 RADIUS server in Win2003 server

Install the IAS

The IAS (Internet Authentication Server) is included in the Win2003
installation CD and must be installed as a new component in the operating
system.

Note You need the installation CD of Windows Server 2003 for installing the

IAS.
Table 5-17
No. Action Comment
1. Open the control panel by
pressing St art - >
Settings->

Cont r ol Panel . Double-click
Add or Remove Programs.

2, Select Add/ Remove AddrRemweFrngrims =13
Windows Components. | st B oo, 5550 -

o

Program

nd; Hew

Programs
Addﬂ:}%n\%

i

wwwww
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No. Action Comment
3. Scroll to Networking
Services in the selection list. Windows Components
Tle thIS Component and *Y'ou can add or remove components of Windows.
have the details displayed by
CIICkI ng Detai I S.... To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
D etails.
LComponents:
@ Internet Explorer Enhanced Secunity Configuration 0.0ME ;I
O Eﬂ Management and Monitoring Tools
0 = -1 Networking Services
O Eﬂ Other Netwaork File and Print Services
1 B Securita Canfinuration wizard =
Description:  Containg a variety of specialized, network-related services and protocols.
Total disk space required: 37 ME Detail
Space available on disk: 71881 MB | Detai.._|
< Back I Mest > I Cancel | Helg |
4. | Make sure you have selected zl
a“ SchomponentS' Then To add or remove a component, click the check box. & shaded box means that only part
click OK. of the component will be installed. Ta see what's included in a component, elick Details.
& Domain J | ]
W Dypnarnic: Hast Configuration Pratocal (DHCP)
[w] g Internet Authentication Service
Remote Access Huaranting S ervice 0.1 Me
™ BPC cver HTTP Prosy 0.0mME
Wl Simple TCR/IP Services 0.0 KB
v E\n\-’indows Internet Mame Service fwWINS) 0.9 mMBE :I
Description:  Sets up a DMS zerver that answers guery and update requests for DS
names.
Total digk space required: 3.7 MB e |
Space available on disk: 71881 MB
Cancel |
5. | Click Next> to start the x
i i Windows Components
installation of the new
W| ndOWS Component FO”OW *Y'ou can add or remove components of Windows,
the instructions of the
inSta”ation WiZard . To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
D etails.
. . . LComponents:
Once the InSta"atlon IS élnternet E=plorer Enhanced 5ecurity Configuration 0.0ME ;I
Complete, the IAS has been O Eﬂ Management and Monitoring Tools E.3ME
installed on your computer. 4 2| Networking Services
O gl‘j Other Netwaork File and Print Services 0.0 MB
71 B8 Seruriby Confinuration Wizard NF kMR LI
Description:  Containg a variety of specialized, network-related services and protocols.
Total disk space required; 3.7 MB Detal
Space available on disk: 71881 MB _Detse.|
< Back . Mest » I Cancel | Help |
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No.

Action

Comment

During the installation of IAS
you may be asked for the
winsctrs.dll file.

This file is included in the installation CD, however, the
file name is WINSCTRS.DL_.. If you cannot find the
file, we recommend using the Windows search via
Start->Search->For Files or Fol ders. Enter
winsctrs.dl* as a file name and search your CD-Rom
drive.

Set up an Active Directory

Table 5-18
No. Action Comment
1| Open the command window | | 21
by clicking St art - > Run...
Enter the command _ . Type the name of a program, folder, document, or
dcpromo and confirm with 2 Inkernet resource, and Windows will open it For wou,
OK.
Cpen: I depromol| j

[ ]

Cancel | Browse, . |

2. | The Active Directory x
Installation Wizard is Welcome to the Active Directory
started. Installation Wizard
C“Ck NeXt to go to the neXt Thiz wizard helps vou install ctive Directory services on thiz
Step. server, making the server a domain controller.

If thig iz the first time you have installed Active Directory, it iz
recommendead that you first read the averview in Active
Directory Help.
To continue, click Mest.
¢ Back Cancel |
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No. Action Comment
3. Skip the next window with ctive Directory Installation Wizard x|

NeXt>. Operating System Compatibility

Improved security settings in Windows Server 2003 affect older versions of %
indows.

Dromain controllers running ‘Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
IECUTE Way.

Some older versions of Windows, including “indows 95 and ‘Windows MT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non*windows systems, including
Apple Mac 05 X and SaMEA clients, might not meet these requirements.

Far mare infarmation, see Compatibility Help.

4. | Asyouwantto create a new | |
domain, the server iS Domain Controller Type
expected to beCO me a Specify the role you want this server to have.
domain controller for a new

. . Do you want this server to become a domain controller for a new domain or an
doma| n. CI|Ck NeXt> . additional domain controller for an existing domain?

& Domain controller for & new domaire

Cancel |
X

Select thiz option ta create a new child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" additional domain controller for an existing domain
@ Froceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
continuing.

All enciypted data, such as EFS-encrypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

5. Do not change the default x|
Setting When SeleCting the Create New Domain /
d om ai n type Conﬁrm W|th Select which type of domain to create.

Next>.

Create a new

Select this option if this is the first domain in pour organization or if you want the new
domain to be completely independent of vour curent forest,

" Child domain in an existing domain tree
If you want the new domain ta be a child of an existing domain, select this option.
For example, you could create a new domain named
headquarters. example. microzoft, com as a child domain of the domain
example. microzoft. com.

" Domain bree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that iz separate from any existing trees.

< Back I Mest » I Cancel

V1.0 Page 127/180




Copyright © Siemens AG 2008 All rights reserved
30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

SIEMENS

Setup, Configuration and Operation of the Application

Configuration

Configuration 12

Article ID: 30805917

No. Action Comment
6. Select that the DNS server is B
to be insta”ed and CIiCk Install or Configure DNS /
NeXt> *Y'ou can configure or install Domain Maming Service [DMS] on this computer.
Domain Maming Service [DMNS] iz not configured on this computer. |z DNS already
running on this network?
oy . : DhS
& Nao, just install and configure DNS on this computer
N
7. | Enter a DNS name for the zl
new domain. New Domain Name /
(Here.CO nf| g 12 IWLAN n et) Specify a name for the new domain,
Click Next> to go to the next
Type the full DMS name for the new domain
StEP. [for example: headquarters. example. microsoft. com).
Note: Full DMNS name for news domain:
. Config 2.'WLAN.
The action Next> causes a o et
longer waiting period until the
next step is called.
< Back I Mest » iI Cancel |
8. A name is already suggested =
as NetBIOS name. CI|Ck NetBIOS Domain Mame /
NeXt> tO accept the name or Specify a MetBIOS name for the new domain.
enter a new name.
Thiz iz the name that uzers of earlier versions of ‘Windows will uze to identify the new
domain. Click Mext to accept the name shown, or type a new name.
Domain MetBl0S name:
< Back I Mest » l Cancel
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No. Action Comment
9. If necessary, you can use this | A el R =

step to change the path
under which the database or
log file is to be saved by
Active Directory. Click Next
to go to the next step.

Database and Log Folders
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard disks.

‘Where do you want to store the Active Directory database?

Databaze folder:

Browse... |

‘where do you want to store the Active Directory log?

Log folder:
Cu/INDOWSYNT DS

Browse... |

< Back I Mest > iI Cancel |

10. A copy of the public services
server of the domain is saved
in the SYSVOL folder. The
folder must be on one of the
NTFS volumes. Enter a path
for the folder or leave the
name that is suggested. Click
Next to go to the next step.

Active Directory Installation Wizard |

The 5YSYOL folder stores the: server's copy of the domain's public files. The contents
of the 5SSV 0L folder are replicated to all domain contrallers in the domain.

Shared System Yolume
Specify the folder ta be shared as the system volume.

The 5vSY0OL folder must be located on an MTFS wolume.
Enter a location for the Sv5YO0L folder.

Folder location:

Browse... |

< Back i Mest > il

11. Define the authorizations for
the users and group objects.
The default setting was left
unchanged here. Click Next
to go to the next step.

Active Directory Installation Wizard ) il

Permissions
Select default permizsions for uger and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.
" Permissions compatible with prewWindows 2000 server operating systems

Select thiz option if you run server programs on prewWindows 2000 server operating
zyztems or on Windows 2000 or ‘Windows Server 2003 operating spstems that are
members of pretwindows 2000 domains.

& Anonymous users can read information on this domain.

o Permizsions compatible anly with Windaws 2000 or Windaws Server 2003
inperating systems

Select thiz option if you run zerver programs only on *Windows 2000 or ‘Windows
Server 2003 operating spstems that are members of Active Directory domains, Only
authenticated uzers can read infarmation on this domain.

< Back I Mest » II

Cancel
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No. Action Comment
12. Enter an administrator x|
password. You will need this Directory Services Restore Mode Admini P d

password if you start your
computer in the "Restore

directory services" mode.

Click Next>.

Thiz password iz uzed when you start the computer in Directory Services Restore

Mode. %

Type and confim the password pou want to azzign to the Administrator account uzed
when this server iz started in Directory Services Restore Mode.

The restore mode Administrator account is different from the domain Administrator
account, The passwords for the accounts might be different, so be sure to remember
bath.

Fiestore Mode Password:

—

LConfirm password: I"|

For mare information about Directory Services Restore Mode, see Active Directory Help.

< Back I Mest » I

Cancel |

13. A summary is displayed.
Confirm the installation of the
domain with Next>.

Note:

The action Next> is followed
by a longer waiting period.

Active Directory Installation Wizard |

You chose to:

Configure this erver as the first domain contraller in a new forest of domain trees.
The new domain name iz Config] 2. W/LAMN. net. Thiz iz alza the name of the new
=l

Summary
Feview and confirm the options you selected,

The MetBI0S name of the domain is COMNFIG12

farest.

D atabase folder: C:iwINDOWSANTDS
Log file folder: C:AWINDOWSANTDS
STSVOL folder: C:AWINDOWSASYSYOL

The DMS zervice will be installed and configured on this computer. This computer
will be configured to use this DMS server az its preferred DNS server.

To change an option, click Back. Tao begin the operation, click Mext.

< Back I Mest » “

Cancel |

14. The Active Directory has
now been installed on your
computer. Exit the wizard
with Finish.

i x|

Completing the Active Directory
Installation Wizard

Active Directory Installation Wizard

wctive Directory is now installed on this computer for the :I
dornain Config] 2. 1w/LAN . net.

This domain controller iz assigned to the site
Drefault-First-Site-M ame. Sitez are managed with the
wetive Directory Sites and Services administrative tool.

To cloge this wizard, click Finish.

¢ Back l Finizh l

Cance!
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15. | Restart your computer to ﬂ
make the changes effective.
“Wwiindows must be restarted before the changes made by the Active
Directorny Inztallation wizard take effect.
Bestart Mow I Dion't Restark Mo |
Note From now on, log on to this domain (here: Config12.IWLAN.net) when

restarting your computer.

Install a certification authority

The certification authority is required to create certificates.

Table 5-19
No. Action Comment
1. Open the control panel by
pressing St art - >
Settings-
>Cont r ol Panel . Double-
click Add or Remove
Programs.
2. Select Add/ Remove
Windows Components. B comentissied g O] showusgees 5o by name v
Add Hew
il
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3. Scroll to Certificate Services

in the Se|eCti0n I|St T|Ck th iS Windows Components

Component “Y'ou can add or remove components of Windows.
To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.
LComponents:

ZTAME |
1.8 MB
O E-mail Services 1.1 MB
O @ Fax Services 7.AMB
[T1 &P Indrxinn Service nnke T
Description:  Inztalls a certification authority [CA) to issue certificates for use with
public key security programs.
Total disk space required: 51 ME Detail
Space available on disk: F401.4 MB et |
< Back I Mest > I Cancel | Help |
; ; Jrrormatt oot sevins ;
4. A warning appears. Confirm g P T ——
. . . 1 e ] q
this warning with Yes. BAN s ; 2 : e

5. Click Details... to have the
details displayed.

dows Components Wizard

Windows Components
*Y'ou can add or remove components of Windows,

To add or remove a component, click the checkbox. A& shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details.

LComponents:

ZTAME |
1.6 ME ;
1.1 ME
7.9ME
nnwR T

O E-mail Services
O @Fax Services
[1 & Indesinn Service

Description:  Installs a certification authority [CA] to issue certificates for uge with

public key security programs.
n

Total dizk space required: 51 ME
Cancel | Help |

Space available on disk: E401.4 MB

< Back I Mest > I
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6. Make sure you have selected
all subcomponents. Then
click OK to close the dialog

Certificate Services i x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in %omponent, click Details.

box. ubgomponents of Certificate Services:
Click Next to go to the next pEllIC R ee
[B8 Cerlificate Services Web Erroliment Support
step.
Description:  Sets up a G4 that issues and manages digital certificates.
Total digk space required: 51ME oo
Space available on disk: E401.4 MB —I
7. Select Root certification

authority of the company
as a certification authority
type. Click Next to go to the
next step.

CA Type
Select the type of CA you want to set up.

Enterprize subordinate CA
" Stand-alone root CA
" Stand-alone subordinate CA

Description of CA type
’7The most trugted CA in an enterprize. Should be installed before any other CA,

™ Use custom settings to generate the key pair and C& certificate

< Back ! ﬂextz il Cancel | Help |

8. Enter a name for the
certification authority
(here: CA_IWLAN) and click
Next> to go to the next step.

Windows Components Wizard

CA Identifying Information
Enter information to identify this G,

Distinguished name suffix:

D C=Configl 2 DC=l'w/LAN DC=net

FEreview of distinguished name:
CN=C&_IwLaN DC=Configl 2,DC=lwLAN D C=net

Walidity period:

|5 IYears 'l

Expiration date:
TA8/201311:26 AM

< Back Mest » Cancel Help
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9. Confirm the warning that : — =
special characters might not R
be compatible with Yes. E -1
10. | Enter a new path for the Windows Componerts Wizard
Certiﬁcation database or Certificate Database Settings
Ieave the Suggested path i?é}errn[aotfoa:ons far the certificate database, database log, and configuration
Click Next>.
Certificate database:
Browse... |
Certificate database log:
IEI:\W’INDDWS\system32\EertLog Browse... |
[~ Stare configuration information in a shared folder
Shared folder:
I Browse,.. |
I™ Freseve existing certificate database
< Back I Mest » §I Cancel Help
11. Confirm the note with Yes. oot ot e =
The Components are _:l To complete the nstallstion, Cerlificabe Services must Lemporariy stop the Internet Information Services, Do you wark bo stop the servios ow?
configured. Ol » |
12. During the installation of the This file is included in the installation CD, however the
CA you may be asked for the | file name is CERTENC.DL_. If you cannot find the file,
certenc.dll file. we recommend using the Windows search via
Start->Search->For Files or Folders. Enter
certenc.dl* as a file name and search your CD-Rom
drive.
13. If required, confirm the next S— — .
note with Yes. Y T N e
y |
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14. Exit the wizard with Finish. xl
Completing the Windows
Components Wizard
Y'ou have successfully completed the Windows
Components ‘Wizard.
To cloge this wizard, click Finish.
Helg |
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Configure the IAS

During the next steps, the Internet Authentication Service is configured in
such a way that the SCALANCE W746 cannot log on to the SCALANCE
W788-2 until it has authenticated itself on the IAS with the correct
password.

Table 5-20
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No.

Action

Comment

1.

Open the management by

Mg Administrative Tools

pressing St art - >
Settings-

>Cont r ol Panel - >

Adm ni strative Tool s.
Double-click Internet
Authentication Service.

Eile Edit View Favorites Tools Help

@bk - o) - 1T | - search Folders | > @ X B | 0

2. A new window opens. Select
RADIUS clients and create a
new RADIUS client using the
ri ght nouse button ->

New RADI US cli ent.

Address |43 Administrative Tooks
Mame = | Slzel Type | Date Maodified
[ @EtiVE Directory Domains and Trusts 1 KB  Shortout 7f18/2008 10:34 AM
ﬁnctive Directory Sites and Services 1KE Shortout FI18/2008 10:34 AM
@A:twe Directory Users and Computers 1KE Shorbout 7I18{2008 10:34 AM
@Cart\ﬁtatiﬂn Autharity 2KB  Shortcut 312002006 12:32 PM
B Cluster Administrator ZKB  Shortcut 71162006 10:18 AM
Component Services ZKB  Shorbout 3f20{2006 12:27 PM
=) computer Management 2KB  Shortout 3(20{2006 12133 PM
@i Configure Your Server Wizard 2kB  Shorkout 320{2006 12:33 PM
FData Sources (O0BC) ZKE  Shortout 3j20/2006 12:35 PM
Porce 2KB  Shorkeut 7/18/2008 10:19 AM
E%D\strlbuted File System ZKE Shorbout 320{2006 12:33 PM
DS 2KB  Shortcut FI18(2008 10:15 AM
E]Domaln Conkraller Security Policy 1KE Shorbout FI18{2008 10:34 AM
o Domain Security Policy 1B Sharteut F}18}2008 10:34 AM
i Eve Viewer 2KE  Shorbout 3{20/2006 12:33 PM
| g Int A ice ZKB Shortout 7/10/2008 10:19 AM
|| &8 Internet Tnformation Services (I15) Manager 2KE  Shortout 3{20/2006 1:53 PM
| Bicensing 2KB  Shortcut 3f20{2006 12133 FM
| @i Manage Your Server ZKE Shorbout 320{2006 12:33 PM
il
Fle Action Yiew Help
4| Em BRPR 2@
® Internet Authentication Service (Local) Friendly Name | Address [ Protocol
D Remoke Acce m There are no items ko show in this view,
=5 Remate :C\cce New o
F-] Connection R
iew »
Refresh
Export List...
Help
1 [ — |

Mew Client |
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No. Action

Comment

3. Enter a name for the RADIUS
client (here: W788-2) and the
IP address 172.158.1.3 of
the SCALANCE W788-2 that
functions as authenticator.

New RADIUS Client i |

Mame and Address

Type a friendly name and either an IP Address or DMNS name for the client.

a client manufacturer and, as
a common key, enter the key
you have assigned in the

Eriendly name: W 7882
C“Ck NeXt>' Client addrezz [IP or DMS]:
|1?2.158.1.31 Weily.. |
< Back | Mest » I Cancel |
4. Select RADIUS Standard as B

Additional [nfarmation

If pou are uzing remote access policies based on the client vendor attibute, specify the
vendor of the RADIUS client.

SCALANCE W788-2 during Llientendor:
the RADIUS configuration RADILS Standard E
(Table 5-5 Iine 19) (Here: Shared secret: I xxxxx
ad m I n ) ) . . Confirm shared secret: I ***** %
Close the dialog box with
Fl n iS h . ™ Bequest must contain the Message Authenticator attribute
< Back I Finizh I Cancel
5. A new RADIUS client has i/
been created File Action  View Help
. = | B@E e PR 2E
Friendly Name [ address [ Protocol
B wree-z 172.156.1.3 RADILS
-5 Remots Access Policies
FH_] Connection Requeast Processing
T — by
[ [ [
6. Select Remote Access il
.. File Action  View Help
Pol_|C|es .and create a new cs BEDE @
poIICy uslng the r I ght @Internet Authentication Service (Local) Nma |Order |
mouse button-> New o o i it |
Renot e Access Policy. ol
Yiew 3
Mew Remote Acce Refresh
——————  ExportLlist..
Help
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No. Action Comment
7. The wizard for new RAS [New Remote AccessPolicy Wizard x|
policies opens. In the next Policy Configuration Method Q
Step SeleCt that you Wa.nt tO The wizard can create a typical policy, or you can create a custom policy. h’
create a user-defined policy
and enter a name. C||Ck How da you want ta set up this policy?
NeXt> . " Use the wizard to set up a typical policy for a common scenarnio
' Set up a custom policy
Type a name that describes this policy.
Palicy name: IwLAN
< Back I Mest » il Cancel |
8. Add a new policy condition [New Remote AccessPolicy Wizard x|
with Add.... Policy Conditions r()
To be authenticated, connection requests must match the conditions you specify. h’
Specify the conditions that connection requests must match to be granted or denied
access.
FPolicy conditions:
Add.. Edit. Benove |
| —
< Back I Mest » I Cancel
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No. Action Comment
9. [ Select NAS IP Address from 2]
the catalog and mark the line. . .
Accept the attribute with Select the type of athibute to add. and then click the Add buttan,
Add.... Attribute types:
Mame | D escription -
Authentication-Type Specifiez the authentication scheme that iz u
Called-Station-1d Specifies the phone number dialed by the us
Calling-Station-Id Specifiez the phone number fram which the ¢
Client-Friendiy-Marme Specifiez the friendly name for the RADILIS o
Client-IP-Address Specifiez the |P address of the RADIUS clier
Client-¥endor Specifies the manufacturer of the BADIUS pi
Day-tnd-Time-Restic...  Specifies the time perods and days of week
Framed-Protocol Specifiez the pratocol that iz uzed.
MS-FASYendor Deszcription not yet defined
MaS-dentifier Specifies the string that identifies the HAS th,
T 5| P-4, ddr Specifies the |P address of the NAS where th
HaS-Port-Tope Specifies the type of physical port that iz uzes
Sermvice-Tupe Specifiez the type of zervice that the uzer ha=—
Tunnel-Type Specifies the tunneling protocols used.
Wiindnis-Eronns Snarifies he Windmwes arons Hhat the ”Qiill
< i »
10. | Enter the IP address of the | SRS 21
SCALANCE W788-2 . .
(172.158.1.3) and confirm el emple sl
with OK. [1721581.3
4
ok Cancel |
—,\
11. | The policy has been created. x
C|ICk Next>. Policy Conditions r‘ﬂ)
To be authenticated, connection requests must match the conditions you specify. h’
Specify the conditions that connection requests must match to be granted or denied
ACCess.
FPolicy conditions:
MAS-P-Add;
Edit... Remove |
< Back Mext » Cancel
‘—L\g
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No Action Comment
12. | If a query corresponds to this x|
policy, access is to be Permissions Q
g ranted . .jp:g;ﬁo;s zgﬁzﬁisoﬁglicy can either grant or deny access to users who match the h’

Click Next to go to the next
Step. If a connection request matches the specified conditions:

" Deny remate access pemission

' {Grant remote access permissior:

< Back I ﬂq@jb I Cancel |

13. | Click Profile to go to the x

olicy settings. Profile
p
“Y'ou can make changes to the profile for this policy. h’

A profile iz a collection of zettings applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Praofile.

Edit Profile... |

< Back Cancel
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No. Action Comment
14. | Change tothe Advanced | R SEEEEEG—_—_——— 2%
tab. Select Service Type and - , -
click Edit Dialin Constraints I IP | P ultilink, |
' Authentication I Enciyption Advanced

Specify additional connection attributes to be returned to the Remate
Access server,

Abtriputes;
| Yendor | Walue
RADIUS Standard  Framed
Framed-Pratocol RADIUS Standard  PPP
1| | i

Add...

Edit... I Bemove |

ok I Cancel | Appl |

15. Select Login as an attribute Enumerable Attribute Information 2l
value and confirm with OK.
Attribute name:

ISer\-'ic:e-T_l,lpe

Attribute number;
|5

Attribute format;

IEnumeratar

Attribute value:

Framed j

Callback Login -
Callback Mas Prompt
Framed

MAS Prornpt % —
Dutbound w2
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No. Action Comment
16. Change to the Edit Dial-in Profile 21x]
Authentication tab. Click e | = | e
EAP Methods. iakin Constraints ultilin
Authentication Encryption I Advanced
Select the authentication methods pou want to allovs for this connection.
EAF Methpds
¥ Microsoft Encrypted Authentication version 2 [MS-CHAP +2]
¥ User can change password after it has expired
v Microsoft Encrupted Authentication (5 -CHAPE
W Uszer can change password after it has expired

™ Enciypted authentication [CH&F)

[ Unenciypted authentication [PAP, SPAP)

Unauthenticated access

Allow clients to connect without negotiating an authentication
r
method.
ok | Cancel | Apply
17. | Add new EAP types with 2/
Add.... EAP types are negatiated in the order in which they are listed.
EAP types:
Mewe |
Move Down |
Add.. RJ Edit.. Bemove | ok | cancel
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No. Action Comment
16. [ Select Protected EAP 21
(PEAP) as an authentication
methOd_' Click OK to accept Authentication methods;
the settings. -
Smart Card ar ather certificate
Pratected EAF [PEAP]
tD5-Challenge
Cancel_|
19. | The authentication method 20|
has been included in the list. o o ,
Close the d|alog box with OK . EAP types are negatiated in the order in which they are listed.
EAP types:
Frotected EAP [PEAF] Mewe |
Move Down |
Add... Edit... Bemave Cancel |
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No. Action Comment
20. Deactivate the MS-CHAP Edit Dial-in Profile 21x]
and close the dialog box with - , -
OK Dialin Constraints I IP I P ultilink,
! Authentication Encryption I Advanced
Select the authentication methods pou want to allovs for this connection.
EAF Methods
¥ Microsoft Encrypted Authentication version 2 [MS-CHAP +2]
¥ User can change password after it has expired
[~ Microsoft Encrupted Authentication (5 -CHAPE
[W¥ | Uzer can change password after it has expired
™ Enciypted authentication [CH&F)
[ Unenciypted authentication [PAP, SPAP)
Unauthenticated access
r Allow clients to connect without negotiating an authentication
method.
Dk{% | Cancel Apply
21. You are asked whether you Sl &
. ﬁ e wm_",n;;L ok ot fcks e remebe aceews, policy, ard doman leveh, folom the
want to view help on the :
. . . . Views the corresponding Help topec?
authentication topic. Click ===
No.
22. | Click Next>. x
Profile @
“Y'ou can make changes to the profile for this policy. h’
A profile iz a collection of zettings applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.
< Back l %;t > I Cancel
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No.

Action

Comment

23.

Close the wizard with Finish.

New Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

Y'ou have successfully completed the Mew Remote Access
Policy wizard. You created the following policy:

Iw/LAN

Conditions:
MH&51P-Address matches "172.158.1.3"

The policy was zet up manually.

To cloge this wizard, click Finish.

Cancel |

24. | Select the Internet o x|
. . . Eile Action View Help
Authentication Service and :
R . cs (@ E R85O
register it using the r i ght - z
-] RADIUS Chent = =21VE D
nouse b utton -> - Remote scces Welcome to Internet Authentication Service
i i (-5 Remote Acces
Re g ister Server in g Connection Re 125 E Internet Authentication Service (IAS) to authenticate, -
A t . D t Yiew hotize, and account For dial-up, YPN, wireless and
N ernet connections ko your network, You can also configure
ctive rector y . Properties to Forward authentication requests ko any access server
b is compatible with Remote Authentication Dial-In User
Help wire (RADT I5) |
Regisker Server in Ackive Directory |
25 Confirm the following note =
b th o, be P From e
Wlth OK- sh to suthonize th * dabn properties from the ConfiglZ. IWLAN net domans
coee
i
T £

26.

Confirm the following note
with OK.

_:L This computer  IWLH. et

T ardhorize this compuber b rosd users’ dishin propertics rom other dormsins, you st rogisber this compuber b be a member of the RASHIAS Servers Groug in thet

dorman.

[ o
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Table 5-21
No. Action Comment
1. Open the management by
pressing St art - >
Settings->
Cont r ol Panel - >
Admi ni strative Tool s.
Double-click Active
Directory Users and
Computers.
i % nctive virectory usersand Computers =10l
2. A new window opens. Select | SEEEEEIEEEES FrE|
the Users folder thatisinthe | |«>jam o> S0E @@/ 0@ uv4n
domain created. (See Table |2 e P T T
| =0 Configrz. WL et Ll [Type Lol — 1
5_18) 178 Ea v 0 fdiritraler User Bukn avunrd.for adiii. .
[ Computers Cont Publisters  Seourky Group ... Members of this group are...
Here: Config12.IWLAN.net 5 5 Fevamsenstriecots gﬂu;“‘“‘ sy o menbar b
=i | fhonsadnns  Seourky Group ... DNS Adnnisrators G
R Onstipdsterr... Seorty Group .. D85 chents who are perm..
1 T Domain Admins Seorty Group .. Designated sdvinistratoes...
] 000t Comar, Seourky Group ... Al workstalions snd serve,..
Domaint Cort.,, Seourky Group ... All domain controllers inthe,.
Doman Guests  Leourky Group ... All doman guasts
Ciomany Lisers Seourty Group ... Al domain users
flcrterprise A Secuky Group ... Designated sdministrators...
T Group Pobey ... Seorty Group ... Membeers in thés group can...
ycuest Lsnr Fusde-in acrourt For quest ...
| D tepsenicns... Seorky Gouw .. Goup o the Hel sd Su.
| s _we Sevurky Gowp .. 15 Worker Process Group
| € 1R I User Dk sceourt for snony...
| B swenmn pwsz. . User Do sccour, for bovern...
lIRAs and 105 .. Seourky Group ... Servers i this group can .
3 cchema admins Seourty Group .. Designated sdvinistratoes...
o apeonT_%... User This b5 a vendae's account ..
| D Tekrtienls  Seourky Goup .. Menibers of ths grous b,
a 3| PG s Seourky Group .. Menibers who b viewe...
3. Select the Users folder and @ Active Directory Users and Computer
create a new user using the [:I Saved Queries o T
ri ght nouse button -> =2 Corfiglz, IvLAN. net <L .
gy . € Administrator  User
New >Us [ Builin
W- er. D Computers mCert Publishers  Security G
-(] Domain Cantrallers €52 0HCP Admini...  Security G
(21 ForeignSecurityPrincipals !ﬁDHCP Users Security G
| I I #P s A dmins Security G
D_e_degate G Elhoc nsUpdatePr... Security G
AL omain Admins  Security G
[ew 4 Camputer
all Tasks 3 Conkact
- Group
dew windaw " InetQrgPerson
S0 eI A [=ie MSIMQ Quee Allas
Refresh Printer
Export List. .. User
) Shared Folder
Properties WG SECLTY &
Help |JSR_HM12IIII33 User
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password you have defined
in the RADIUS configuration
of the SCALANCE W746-1
(Table 5-7 line 15). (Here:
RADIUS_Authentication)

Deselect the first checkbox.
Then click Next>.

No. Action Comment
4. | Enter name and first name. x|
As a user login name,
ass_lgn the name you have g Create in:  Config] 2 'wWLAN net/U sers
defined in the RADIUS
configuration of the
SCALANCE W746-1 (Table Eirst name: |FCT Inils: |
5-7 line 15). (Here: W746) Lsiess [
i >
C“Ck Next>. Full name: IF'C'I
User logon name:
[wi748 @Configl 2.lw/LAN.net |
User logon name [prewindows 2000]:
IEDNFIG12\ |W?4s
< Back - Mest > I Cancel |
5. | Asapassword, assignthe | RETSETEE————— I

e

Create in:  Configl 2 1w/ LAN. net/Uzers

Pazsword: quo

LConfirm password: quo

| | E\Q_§§_r__must change password at next logore

[ Usger cannat change password
[~ Password never expires

[ Account is disabled

< Back | Cancel |
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No. Action Comment
6. Complete the creation of a x|

new user with Finish.
g Create ;. Configl 2 1'WwLAN. net/Users

When pou click Finigh, the following object will be created:

Full name: FC1 ;I
Uszer lagon hame: W7 4EEConfig] 2. WLAN net

]

Cancel |

7. | Select the newly created user 2/

in the user list and double-
click. The Properties dialog
box opens.

kember OF I Dial-in I Erwviranment I Seszions
Remote contral I Terminal Services Profile I COk+ I
General | Address I Ancount I Prafile I Telephones I Organization

ﬁ FC1

First name: FC1 Initialz:
Lazt name: I

Diizplay name: IF'C1

Dezcription: I

Difice: |

Telephone number: I Other... |

E-mail; I

wieb page: I Other... |

0K I Cancel | Apply |
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user. Close the dialog box
with OK.

No. Action Comment
8. | Change to the Dial-In tab. 21
Enable the access for this , : :
Remaote control I Terminal Services Profile I COM+

General I Address | Account | Frofile I Telephones I Organization

b ember OF Diial-in E revironment I Seszions

— Remote Access Permizzion [Dial-in or YPM]

" Denw access

") Control access through Femote Access Policy

[ ety CallerD:
— Callback Optionz
{* Mo Calback
' Set by Caller [Fouting and Remote Access Service only
" Always Callback to; I

[T Assignia Static [P éddess I
| &pply Static Boutes

Define routes to enable for this Dial-in
connection.

Static Boutes ... |
| ] 4 || Cancel | Apply |

Create certificates

The certificates are used to authenticate the RADIUS server and the client.
The certificates are stored on a page in the file system of the Win2003
server and are also loaded to the SCALANCE W746-1 configuration.

Table 5-22
No. Action Comment
1. Open a web browser and

enter http://localhost/certsrv
into the address field.

Click Request a certificate.
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No. Action Comment
2. Click User Certificate. ST T T
Microsoft Certificate Services - CA_MYLARN
Request a Certificate
3. Click Submit.
User Certificate - Identifying Infermation
Ma further identifying information is required. To complete your certificate, press submit
More Options ==
I Submit = |
4. Confirm the Warning that a 7 F
new Certificate haS been ! _'5 E)I'E\I\sy!rje:::tet\s:ZaﬁzzElr;g(zrr;\l:\gaizvrtvlgﬁﬁtennynurhehalf.‘mushnu\dal\nwnn\ytvustadwehs\testnraquastatart\flcatefnwnu‘
requested with Yes. | s
5. Click Install this certificate. : T T T
Microsoft Cerificate Services - CA_MWLARN
Cettificate Issued
The cerificate you requested was issued to you.
Install this cer‘[ifica]:e I
of
6. Confirm the warning that a e e ——
new certificate is installed on Y ' o o
your computer with Yes.
7. A new certificate has been
created.
Restart your computer to
make all changes effective.
8. Open the command window
by clicking St art - >
Run. ...
Enter mmc as a command
and click OK.
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No. Action Comment
9. A new console window m-_
opens. e Bo®
|W
10. Select the Console Root [ comater
folder and add new attributes
using Fi | e- >Add/ Renpve T
Snap I n. . There are F orm bo show i thi view,
From iy &
11, | Anew dialog box opens. 2l
Click Add.... -
Standalone |Exten5|gn5 I
Use this page to add or remove a stand-alone snap-in from the console,
Snap-ins added to: I- [ j
—Description
add... I‘l Remowe Bhout, ., |
e
o4 I Cancel
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No. Action Comment
12. Select Certificates from the Add Standalone Snap-in ] 2=l
list and click Add.
Available standalone snap-ins;
Snap-in | Yendor | -
ﬂﬂ \MET Framework 1.1 Configuration  Microsoft Corporation
e’@nctive Directory Domains and Trusts  Microsoft Carporation
@.ﬂctive Directory Sikes and Services  Microsoft Corporation e
t@nctive Directory Users and Compu...  Microsoft Carporation
gfl.f\ctivex Control Microsoft Corporation
F\uthnrizatinn Manaqger Microsaft Corporation
ificate Template: Microsoft Corpor ation
2 jCertificates Microsoft Corporation _I
{ﬁ Certification Authaority WMicrosoft Caorporation
@Component Services Microsaft Corporation LI
1
 Descripkion
The Certificates snap-in allows wou to browse the contents of the
certificate stores For yourself, a service, or a computer,
Add Close
13. To view the certificates of the X
computer, select Computer . o o
. This shap-in will always manage certificates for:
account. Click Next>. o
My user account
" Sevice account
< Back Nest » Canicel |
14, Select the local computer Certification Authority 1 x|
and close the dialog box with _
.. Select the computer you want this snap-in ko manage.
Finish. o
i shap-n will always manage:
|(=' L ocal computer: [the computer this console is running onk I
" Another computer: I Browse... |
™ &llow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.
< Back Cancel |
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No. Action Comment
15. The list with the possible Add Standalone Snap-in ] 2=l
snap-ins is displayed again.

Select Certification Available standalone snap-ins;

Authority and click Add. =Hie el | Wendor -
ﬂﬂ \MET Framework 1.1 Configuration  Microsoft Corporation
e’@nctive Directory Domains and Trusts  Microsoft Carporation
@.ﬂctive Directory Sikes and Services  Microsoft Corporation e
t@nctive Directory Users and Compu...  Microsoft Carporation
gfl.f\ctivex Control Microsoft Corporation
F\uthnrizatinn Manaqger Microsaft Corporation

| Certificate Templates Microsoft Corporation
- Certificates Microsoft Corpor ation
] i n Autho WMicrosoft Caorporation I
futc! Component Services Microsoft Corpor ation LI
1
 Descripkion
The Certification Autharity snap-in allows wou bo configure the
Certification Authority and manage certificates.
Add Close
16. Select the local computer X
and close the dialog box with _
.. Select the computer you want this snap-in ko manage.
Finish. o
i shap-n will always manage:
|(=' L ocal computer: [the computer this console is running onk I
" Another computer: I Browse... |
™ &llow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.
< Back Cancel |
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17. Close the list with the snap- Add Standalone Snap-in ' x|
ins that are available with _ _
Close. Available standalone snap-ins;

Snap-in | Yendor | -
ﬂﬂ \MET Framework 1.1 Configuration  Microsoft Corporation
e’@nctive Directory Domains and Trusts  Microsoft Carporation
@.ﬂctive Directory Sikes and Services  Microsoft Corporation
t@nctive Directory Users and Compu...  Microsoft Carporation

gfl.f\ctivex Control Microsoft Corporation

F\uthnrizatinn Manager Microsoft Corporation

Certiﬁcate Templates Microsoft Corporation

@Certiﬁcates Microsoft Corporation

@]Certiﬁcatinn Authority WMicrosoft Caorporation

@Component Services Microsoft Corporation LI
 Descripkion

The Certification Autharity snap-in allows wou bo configure the
Certification Authority and manage certificates.

Close

18. | Close the dialog box with OK. 2%

Standalone |Extensi0ns I

Use this page ko add or remove a stand-alone snap-in from the consale,

Snap-ins added to: Ia Console koot j

@Certificates {Local Computer)
@ﬂCertificatiDn Authority (Local)

— Descripkion

Remove About, ., |

QK %ll Cancel
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No. Action Comment
19. Select the newly created T T T
certificate of the CA_IWLAN o
certification authority under 88 Ttud o chtssn s
Certificates-> Sttt
Per sonal - > B mossan kot
Certificates and double- & ST
CIle. ) Certfication Authorty {Local)
Li| ) |
20. | The certificate properties 20
appear. Change to the ; o
Details tab General ;| Certification Path I
A server certificate is Show: | <Al =l
exported first. |
Click Copy to File. Fieid Yalue =
Py E\-‘ersion W3
ESerial rumber 174015 2b 98 6c ¢4 ab 4e 23...
ESignature algorithm shalR54
Elssuer CA_TWLAN, Configlz, IWwLAM,...
E'u'alid Fram Fridaw, July 18, 2008 11:19:1...
E'u'alid ko Thursday, July 18, 2013 11:2..,
ESubject Ca_IWLAN, Configlz, TwLAN, ...
Elpublic key RSA (2048 Bits) ~|
Edit Properties. .. | Qop'r'\to Fil... |
21. | The Certificate Export Wizard x|
opens. Click Next to go to the Welcome to the Certificate Export
next Step. Wizard
This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store bo your disk,
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,
To continue, click Mext,
= Back Cancel
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No.

Action

Comment

22.

The private key is not to be
exported. Tick the
appropriate box. Click Next>.

Certificate Export Wizard i |

Export Private Key
‘fou can choose to export the private key with the certificate,

Private keys are password protected. IF you want o export the private key with the
certificate, you must bype a password on a later page,

Do you wank to export the private key with the certificate?

" ¥es, export the private key

|(3" #lo, do not export the private key '

[r—
< Back Cancel |

23.

The certificate is to be Base-
64 encoded. Click Next to go
to the next step.

Certificate Export Wizard i |

Export File Format
Certificates can be exported in a variety of file Formats.,

Select the Format you want to use:

" DER encoded binary .509 {.CER)

I % Ease-64 encoded X.502 {.CER) I

" Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P76)
I | Include &l certificates in the: certification path iF possible

| Personal Information Exchange - FKES #12 (PR
I | Include &l certificates in the: certification path if possible
I | Enable strona protection (requires 1E 5,0, MT 4.0/5P4 or, aboyve)

I | Delete the private keyif the export is successful

< Back

H Cancel |

24,

To differentiate between the
certificates, enter Server as a
file name. Go to Browse... if
you want to change the
storage path.

Click Next>.

Certificate Export Wizard i |

File to Export
Specify the name of the file you want to export

Ele oae:

| Server| |

Browse. ., |

< Back I M§t> il Cancel |
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25. Exit the Certificate Export
Wizard with Finish.

The path under which the
certificate has been stored is
displayed under File Name.

Certificate Export Wizard |

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

Exj
Include all certificates in the certification path Mo
File: Format Basefe

< Back I I.:Einish iI Cancel |

26. Then the certificate is
downloaded for the client.

Click Copy to File again.

Certificate | 2 x|

General Details |CertiFicatiDn Path I

Shiowy: |<.C\II:> j
Field | Yalue -
E'u'ersion V3
[F]serial number 17 40 15 2b 98 6 c4 ab 42 23...
ESignature algarithm shalRSA
[Fl1ssuer CA_IWLAN, Corfigl2, IWLAN, ... |
[E]valid from Friday, Juby 15, 2008 11:19:1...
[Fvalid ta Thursday, July 18, 2013 11:2..,
[Flsubject CA_TIWLAN, Configl2, IWLAN, ...
Elrublic key RSA (2045 Bits) -

Edit Properties. .. |
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27. | The Certificate Export Wizard x
opens again. Click Next to go Welcome to the Certificate Export
to the next step. Wizard
This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store bo your disk,
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,
To continue, click Mexk,
= Back Cancel |
28. | You can now select whether =
the pl’lvate key IS tO be Export Private Key
exported as We” CI|Ck ‘fou can choose to export the private key with the certificate,
Next>.
Private keys are password protected. IF you want o export the private key with the
certificate, you must bype a password on a later page,
Do you wank to export the private key with the certificate?
£ Mo, do not export the private key
< Back | Cancel |
29. | Only one format is allowed x|
fOf the eXpOI't flle. ACtIVﬂte Export File Format
the f| rst CheCkbOX and Certificates can be exported in a variety of file farmats,
deactivate the checkbox in
the m|dd|e CI|Ck NeXt to gO Select the Format you want to use:
to the next Step. € DER encoded binaty %, 508, CERY
" Base-t4 encoded %, 5021, CERY
€ Cryptographic Message Synitas Standard - PKCS #7 Certificates (,P7E])
I | Include &l certificates in the: certification path iF possible
' Personal Information Exchange - PKCS #12 (PFR)
IV Include all certificates in the certification path iF possible;
™ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)
™ Delete the private key if the export is successful
<gack | _ Canel |
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30. Enter the password to be
used to protect the private
key. (Here: W746)

Note: Note this password
because it will be required for
uploading the certificates to
the SCALANCE W746-1.

Certificate Export Wizard ] |

Password
Ta mainkain security, you must prokect the private key by using a password,

Type and confirm a password,

Password:

Confirm password;

< Back

|

31. Enter Client as a file name to
make it easier to differentiate
between the certificates. Go
to Browse... if you want to
change the storage path.

Click Next>.

Certificate Export Wizard ] |

File to Export
Specify the name of the file you want to export

ile DAme:
Client|

Browse. ., |

32. Close the Certificate Export
Wizard with Finish.

The path under which the
certificate has been stored is
displayed under File Name.

Cancel |

Certificate Export Wizard |

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

- ’ S
Export Keys ‘fes
Inchude all certificates in the certification path  Yes
File: Format Person

33. Close the certificate
properties with OK.
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Load certificates to W746-1
Table 5-23

Article ID: 30805917

management for the
SCALANCE W746-1 and log

No. Action Comment
1. Connect the server PC to the
SCALANCE X108.
2. Open the web-based http://172.158.1.8

assigned for the private key
(Table 5-22 line 30) (Here:
W?746). Click Set Values.

on.
3. Navigate to Syst em > 3M
F{_] Wizards 1
Load&Save->ht t p. Enter &6 Bystem Configuration [(Browee]
the password you have N

Bactort Log table file

Passwords

Events Firmwiare file j
B SNMP _
S Client certificate: |

‘

Fault state B
e Certificate password)
E143 LoadaSave & (20

|

B xR Confirm password. | eese| SetValue
TR :

C-PLUG

4 (0 Interfaces

{1 Security

=(1 Bridge

*{ Infarmation

Server certificate: Browse..

4, Click Browse... under Client
certificate to navigate to the
path where you have stored
the certificates (Table 5-22).
Open the Client certificate
and load it by clicking Load.

Ell W7 46-1
#0 Wizards
3 System

B IP Settings

B Senvices
e Log table file
B Restan 9
Passwords
B Events

B Ema e

B ] SNMP g p—
B Svslo Client certificate \Client pfe

8 o -

B Fault state Certificate password: seess |
423 Load&Save aletalete

‘B HTP Confirm password: | ssses

arm Server certificate:

: | [Bovee. |
B cPLG
s Interfaces ave s

#-{] Security
=1 Bridge
*{] Information

Configuration: | || Browse

Firrmware file: Browse

Browse.
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5. Click Browse... under Server | '@ wus:

. . B =
certificate to navigate to the | = === Corfiguration: | [ prowse.. )
path where you have stored B1P Seltings
the certificates you just iﬁ Log table file
exported (Table 5-22). Open B Pasowords S Tome ]
the Server certificate and - | T
load it by clicking Load i

. @ Client certificate: -—BrEIWEE
~[E SHTR. [ sawve | Load | Delete |
EJ% Certificate password. |essss
~B HTR Confirm password: | yeess
= TFTR i
B Server certificate [X4Server.cer | Brovee
P iorfacies
{0 Security
E {1 Bridge

B0 Infarmation

6. Go to the Restart menu item
and restart the SCALANCE.

“EI‘ W7 45-1

(0 Wizards

B3 System

~B |P Settings

~[E] Sewices
Restart
Passwords

[ Festart ] |

~E) Events
323 SNMP
Syslog
~& SNTP
~E] Fault state
B3 Load&Save
HITR
-3 TFTP
-8 c-PLUG
(0 Interfaces
B Security

| Pestore Memory Defaults |

The following settings are not modified when restoring the MfLAN device to memory defaulis:
IP Address, Subnat Mask, Gateway Address, DHCP Flag,

System Name, System Location, System Contact, Dewice Mode,

Country Code

| Fiestore Factory Defaults and Restart |

(3 Bridge
BHI Infarmation
7. Log on again after restarting. E%
Navigate to Securit y- BE ﬁ Authentication type: |wPaZ (RADILS) v
>Basi ¢ WLAN. The size of e Encryption ! N
the loaded certificates is Do SR =1 :
displayed in bytes. =7
{3 Bridge RADIUS authentication type Auta &
) Information Dot1x user narme: W76
Dot 1x user password |esnen
Password confirmation lasene
Check Dotx server. 1
Client certificate size 2931
Server certificate size: 1698

FRefiesh

8. Connect the server PC to the
SCALANCE X414-3E. From
now on, you can start the
web-based management of
the SCALANCE W746-2 also
using the SCALANCE W788-
2.

V1.0

Page 161/180




Copyright © Siemens AG 2008 All rights reserved

30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

SI E M E NS Setup, Configuration and Operation of the Application

Configuration

Configuration 12 Article ID: 30805917

5.8 Syslog messages
The Syslog function is configured in all SCALANCE X modules and access
points.
Figure 5-6
i O
o |1 =
%DI
i -

W\

W746-1

N

Access point W788-2

&7

SCALANCE X308-2

Access point W788-1

Access point W788-1

Server/network management
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The table below shows the necessary configuration steps on the
SCALANCE W788-2. The other SCALANCE W modules are configured

analogously.

Table 5-24

No.

Action

Comment

9.

Open the web-based
management for the
SCALANCE W788-2.

http://172.158.1.3

10.

Navigate to Syst em >
Sysl og. Enter the Syslog
Server (172.158.1.7) and
activate both checkboxes.
Accept the settings with Set
Values.

55 wrss2pro
B System

E IP Settings
Senices
) Restart

=) Passwords
= Events
E-mail
BT MNP

“B Bysln

-8 sNTR

“[E) Fault state
£ Load&Save
“B C-PLUG
#(@ Interfaces
{1 Security
#( Bridge
#{I Fitters
B |-Features
(2] Information
B Wizards

i

Syslog Server:

| [172.188..7

Enable log table:

Enable auth log

Refrash ] I SetValues 1

Note

Configure the other SCALANCE W in the same way.
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The following table shows the necessary configuration steps on the
SCALANCE X414-3E. The other SCALANCE X modules are configured

Article ID: 30805917

analogously.
No. Action Comment
1. Open the web-based http://172.158.1.4
management for the
SCALANCE X414-3E
2. | Navigate to Agent and I sonsace neze
H D System
activate Syslog. Acceptthe | .o g
settings with Set Values. 9 dgent o T | e
I 01 e Coruon  [lawt
-8 Ports [ DHCP [] poaTP
'CI Statistics = =
In-Band Qut-Band
IP Address: [172.158.1.4 [n.0.00
SubnetMask: [255.255.255.0 |256.256.0.0
Default Gateway: |172.158.1.4
AgentVLANID: [1
MAC Address: [00-0E-8C-A0-B4-58 | [00-0E-8C-A0-B4-57 |
[ Retresh ][ Setvales |
3. | Change to the Event Config | Il soameceanece
subitem and activate the - Ewal— Trap Lo Tab 5
messages you want to have B3 Agent Cold i Warm Start
displayed via Syslog. Accept ' SR Link Change
. - Event Config
your SettlngS W|th Set et Authentication Failure
Values E-Mail Config Sl
" e Powier Change
DHCP Config RM State Change
8 Time Canfig Standby Stale Change
PNIO Config Fault Gtate Charns
Eg % STPIRSTF Chanoe
Ports
B Statistics
[ retresh || setvauss ||
4. | Change to the Syslog 0 soavance watac
Config submenu. Enter the B System
SySIOg Server (17215817) CI #-400 |Sys|ug Serer IP Address: 17215817 |
. . E1E3 Agent
Accept the settings with Set i ST
Val ues. Event Config
~[E) Digital Input Config
~E E-Mail Config
Syslog Config
- DHCP Config
~B Time Config
Bl PMIO Config
B Switch
B Rauter
Parts
B Statistics
[ Refresh ]l[ et Values ]
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Note Configure the SCALANCE X308-2 in the same way.

Configuring the Syslog server

Kiwi Syslog Daemon is used as a Syslog server. This program can be
started without special configuration. It listens for Syslog messages on port
514 and provides these as a plain text message.
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6 Operating scenarios in the sample network

Overview of the entire network
Figure 6-1

S7-300+CP343-1 IT N

->>User program Probant
->FTP client o

Client W746-1

\ ->Syslog
& ->RADIUS supplicant

->Access list

SCALANCE X308-2

\\ “' ! \\\ Z5yelog

AP W788-2
\ ->WDS
\ SRSTP SCALANCE X414-3E
->Syslog >RSTP
->RADIUS hentlcator
2 nd AP W788-1- ->Syslog
->WDS
->RSTP
->Syslog
1st AP W788-1
->WDS Network diagnostic station
~>RSTP ->WinCC flexible

->Syslog ->SNMP OPC server
->RADIUS server
->FTP server
>STEP 7

Preparation

Start or open all programs that have been installed for this application on
the server.

e JanaServer with St art - >Pr ogr ans- >JanaSer ver 2->
JanaAdmi n

e Syslog software with St art - >Pr ograns>Ki wi Ent er pri ses->

Kiwi Sysl og Daenon->Ki wi Sysl og Daenon
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6.1 FTP scenario

Table 6-1

No.

Action

Comment

1' Open the SIMATIC MA NAGER E—;rm rJ |sumnn\11npr\upm)mn;| _
and the IWLAN STEP 7 project. | [o# &= s m D B 8 1 | @ [ e BLL TIk Yol L
. Dbgect rirres | Syt [I? e | Type
Navigate to SI MATI C 300- zyicndsen P
X e . : . igareaaton Rlock.
>CPU 313C- >S7- Pr ogr am > 8t 5”’ mj“"" i i:E
. # i or M v. ¥ 3 G-
Bl ocks and double-click the » @ swnciasi) (ST e o - fton
variables table VAR1. o e b i
gHECs AB_SEND ST 1610 Functen
[=2gmid ISTRNG STL A Funcen
GHECD LEN &1L % Funchen
[=3<h] FIP_CORMECT ST T Functon
=il FTP_STORE ST 1046 Functe
9 FLa FIP_RETMEVE STL M8 Functon
f= k] FTF_DELETE 5TL m ncton
fay=t] FIP_Quir ST I Funchen
2 FO10 I Sting STL HA Fe =
CFOET ne_F1e og & In w dala block. lot FE
oon: on_rn2 on 1= a block for P
= Q-] FTP_OVCLE oe o
<o FIP_BUFFLR o IR Deta Dlock
S D10 FTP_DATA 0B 43 Dala Block
= ik Darta on 5 Data Dlock
%
[ Press F1 Lo get Help. TER/IN Baer) = = DLink DFES28TY PCL
. [17] BUFFEH
2. Use your right mouse button T e o pira
H H .. - v Monitor CLri4F7
to click the status of line 18 (7] [EERNE R =l Hods culses
(M1.0) and change the status RLASIATIC 00, 57 Pragrann(i ik

to 1.
This starts the cyclical FTP

Cut Chrl+
transfer. copy e
Delete Del
Insert Range of Yariables... Crl4+K
Row Mok Effective Chrl+E

During the first FTP transfer, a
file is created in the directory
C:\ on the server PC. This file
is cyclically updated by new
values.
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6.2 Redundancy scenario

As soon as the topology of the network changes, the RSTP function is
activated. This scenario shows the option of testing and reporting RSTP.

Table 6-2

No. Action

Comment

1. By setting the priority in the
SCALANCE X308-2 this
module is forced to become the
root bridge.

Open the web-based
management of the
SCALANCE X308-2
(172.158.1.5) and navigate to
Swi t ch-> Spanni ng Tree.
Here you can see the MAC
address of the root bridge and
the root port. Since this module
is the root bridge itself, there is
no root port.

] scALANCE %3082
0 System
{030
3 Agent
23 Switch
B3 802.1%
E1(2] Unicast Filter (ACLY
B0 Mutticast Groups
- Bl Broadcast Mask
Load Limits
EHE VLAN
(i Spanning Tree
i
~E DHCP Relay Agent
Ports Diagnostics.
Ports
3 Statistics

Spanning Tree Configuration

Bridge Priority: | 4096 RootPriatity; | 4096

Bridge Address: | D0-0E-8C-0A-D8-75 Root Address: [ 00-0E-80-6ADE-24
RootPort [ ] Rootcost [ 0]

Topology Changes: Last Tonalogy Change

Bridge Hello Time [s]: 2 Root Hello Time (3]

Bridge Forward Delay [s]: 15 Raoot Forward Delay [s]
Bridge Max Age (s 20 Raat hax Age (5]

2. Under Swi t ch-> Spanni ng
Tr ee->Por t s you can see
which ports are blocked or
enabled.

B scaisnce xa082

£ System
*2] %300 SIPStatus  Prioty  PalhCost  Stale  Fwel Trans,  Edge F.LP.
o 1 oisabled 120 2000000  disabled ] ¥es ™o
#(20 Agent I disabled 130 2000000  dissbled ] ¥es  mo
24 Swilch 3 odlsabled 120 2000000  disabled ] ves  mo
4 disabled 120 2000000 disabled ] ¥es  no
{0 802 1% dlgahied 120 000000 slzakled i MBS Ol
=10 Unicast Fitter (ACL) | £ enabled 120 200000 forwarding 1 o wes |
b - L EELL Lri LTI drzanled L) yes L]
il Mubio 28 O oisabled 120 2000000  disabled 0 w5 no
B Droadesst Mask || p—i—dicublos 4 SO0l 5
- enablad 126 20000 farwardin 1 no_ yes
5] Load Larils
+ 2 WLAN
=43 Spanning Trae
B Pods
B uwor
] DHCP Relay Agert
B Parls Diagnisthics
B Pots

#(3 Statistics

[ memesn |

3. Open the web-based
management of the
SCALANCE X414-3E
(172.158.1.4) and navigate to
Swi t ch-> Spanni ng Tree.
Here you can see the MAC
address of the root bridge
(SCALANCE 308-2) and the
root port.

[0 scALANGE 341438
(3 Systemn

(0 3400

“(0 Agent

- 23 Suitch

B B02.1x

5 {0 Unicast Filter (AL}
701 Mulicast Groups
Broadeast Mask

i~ Load Limits

3 VLAN

& Spanning Tree
B Woe

*-[E) DHOP Relay Agent
A1 Router

-3 Pots

# (] Statistics

Spanning Tree Configuration

Bridge Prioriy. | 32768 Root Priority. [ 4098

Bridge Address: [ 00-DE-8C-A0-B4-58 IRnnlAddress 00.05-66-04 0824
Root Port Root Cost: [ 20000

Topology Changes: [ 4] Last Topalogy Change:

Bridge Hella Time [s]: 2 Raot Hello Tims (]

Bridge Forward Delay 5] 15 Root Forward Delay 5] [ 15]
Bridge hiax Age [<] 20 Raot Max Age (3]
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Action

Comment

Under Swi t ch-> Spanni ng
Tr ee->Por t s you can see
which ports are blocked or
enabled.

I AT a7 IV 5 Ml (Rapid) Spanning Tree Port Parameters

#{0 System
® Ly xann
10 Anert
73 Suitch
IS} e R T
=) Unicast Filter (ACL)
B0 Multicast Groups
18] Broadcast Mask
B Load Limite
BZyvan
=3 Spanning Tree
B Forts
8 e
) DHCP Relay Agent
0 Router
) Purts
{1 Statistics

To trace the RSTP status in the
access points, open the web-
based management (e.g.,
172.158.1.3) and navigate to

I nf or mat i on- >Spanni ng

Tr ee.

""_'P WISE-2PRO

=0 System

#{0 |nderfaces

#1{0 Seeurily

#13) Buidge

#1 Eilters

# LFestures

= Infarrnation
B Log Table
B fush Log

B Ethernet

HawLan
oA
e L]
B Spanning Tres
BE
B 1cPADP
B ichP
& ShmP
#100 Wizards ~

Path Cost & Edoe P.LP.
A1 128 20000 o 3
= Lr) "I L
_ 178 200000 il n fin
200000, ] L]
i 178 200000 Tarwanding 1
;& 178 200000 Blocki 1 5
1T s st i
107  disabled 178 200000 dissiblind o o i
103 dizables 120 200000 dizabled 0 ¥es  no
104 dizsbled 13 200000 dizabled ] yes  no
111 dizabled i 200000 disableg o s no
112 dizabled 12 200000 disabled [ s o
113 dizables 120 200000 dizabled 0 ¥es  no
114  dizabled 1% 200000 disadled [t} we:  no
(Rapid) Spanning Tree Protocol Status
Spanrang Troe:  onabled Virsion RETP
RoatiD: 1000000 S cAadE2s Ericgeil; BOO0000eEcal 4305
Roet priority: 4096 {Dx1 Bridge priority: 32768 {£8000)
Foot MAC O0-0E-BC-84-08-24 Eiricdge MAL: O0OE-8C-A1-43-85

Topology changes: 208
PortName ' En'

Tiene zince topology change: O days, 41719
‘Prionty: Edge | PLP.:

ot State

- FORWARDING ROOT

Ethamet X 100 1 -
WLAN 1 X £l 13 X
WLAN 1 VAP 1 100 122 X
WLAN 1 VAP 2 100 13 X
WLAN 1 VAP 3 100 12 X
WLAN 1 VAP 4 100 13 X
WLAN 1 VAP S 100 122 X
WLAN 1 VAP B 100 13 X
WLAN 1 VAR T 100 12 X
WLAN 1 WDS 1 X £l 128
Eirhesh

- FORWARDING DESIGMATED

- DISCARDING DISABLED
- DISCARDING  DISABLED
- DISCARDING DISABLED
- DISCARDING  DISABLED
- DISCARDING DISABLED
- DISCARDING  DISABLED
- DISCARDING DISABLED

- FORWARDING DESIGNATED

Remove the SC plug from port
5.1 of the SCALANCE X414-
3E.

The path created can no longer be used and the

components must be reorganized.

Open the web-based
management of the
SCALANCE X308-2
(172.158.1.5) and navigate to
Swi t ch-> Spanni ng Tree.
The SCALANCE X308-2 is still
the root bridge because the
priority has not changed.

i scaLance xan82
3 System
%300
O Agent
2 Switch
B3 802.1x
(23 Unicast Filter {(ACL)
B0 Mutticast Groups
Broadcast Mask
~[E Load Limits
B VLAN
B (53 Spanning Tree
-3 LLDP
DHCP Relay Agent
Parts Diagnostics
B Ports
{11 Statistics

Spanning Tree Configuration

Bridge Priority: | 4096

Bridge Address: | 00-DE-8C-8A-DB-25
RootPort [ |

Topalogy Changes:

Bridge Hello Time [s] 2
Bridge Forward Delay [s]: 15

Bridue Max Age [s] 0

Root Priorily: | 4096

Root Address: [ 00-DE-8C-8A-08-24
RootCost [ 0]

Last Topology Change
Root Hello Time [s]:

Raot Fonard Delay (5]
Root Max Age (5]

Open the web-based
management of the
SCALANCE X414-3E
(172.158.1.4) and navigate to
Swi t ch-> Spanni ng Tree.

The root port has changed.

(TS E Sl Spanning Tres Configuration

22 System
0 %400
+( Agent
=3 Switch
= a0
# 1 Unicast Fiter (ACL)
% (2 Multica
B} Broadcatt Mask
&) Load Limits
0 VLAN
5 Spanning Tree
B Loe
B} OHCP Relay Agont
# 0 Router
B Ports.
{1 Statistics

Bridge Frianty | 13768
ononersess
Topolagy Changes: E

Bridgn Hallo Thmo (3 Fl

Bridge Forward Delay [} 15
Bridgn Max Age [5] 0

Ranpray

Rotasies:
Foet Cost _ﬂunun

Las=t Topology Change: ::

ook Hosa T (o

Root Forward Delay [s): E

Roal M Ae I

V1.0

Page 169/180




Copyright © Siemens AG 2008 All rights reserved

30805917_ SCALANCE_W_OFFICE _DOKU_v10_en.doc

SI E M E NS Setup, Configuration and Operation of the Application

Operating scenarios in the sample network

Configuration 12 Article ID: 30805917

No. Action Comment
9. | Youcanseeunder Switch-> | Smssence
. 0 System -
Spanni ng Tree->Ports that | sczm T S T
=] Agent a3 0 ws 0o
the port that was blocked e s Y i TR
before i ive = B
€lore Is now ac ' (2 Unieast Filter (ACL) B o o 200000 2 P
i 101 digabled 128 200000 disabled ] yis no
#{ Multicast Groups 102 disabled 128 200000 disabled n yus no
B) Broadrast Mask 103 disabled 128 200000 oisabied 0 yes  no
= == 104  digabled 120 200000 digabled 0 ¥ no
1 Load Limite 111 cisabled 128 200000  cisabled q ves o
W0 VAN 112  disabled 120 200000 dizabled 0 ¥es  no
Ly T 113 disabled 120 200000 disabled 0 ¥es  no
"3 Spanning Tree 114  disabled 120 200000 dlgabled (] ves  no
W Pos
& Loe
&) OHCP Relay Anent
B0 Router
8 Pans
5] Statistics

10. A short message about the
topology change is passed on
to the Syslog server.
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6.3 Access control scenario

Access control

The access list protects the management of the SCALANCE W746-1

against unwanted access.

Table 6-3
No. Action Comment
1. Connect the test PG/PC to the | IP address range

SCALANCE X108 and open the
web-based management of the
SCALANCE W746-1. Since the
text PG/PC (172.158.1.9) has
an IP address that is enabled in
the IP range of the SCALANCE
W746-1 module, the PC is
allowed to access the
management.

[172.156.1.7 |- 172158111
[00.0.0 |-[0.000
0000 |-|nooo

2. Change the IP address of the
test PG/PC.

Open the Internet Protocol
(TCP/IP) Properties using
Start -> Settings ->
Net wor k Connection ->
Local Connecti ons.

Select the option field Use the
following IP address and fill in
the fields as shown in the
figure.

Close the dialog box with OK.

Internet Protocol (TCP/IP) Properties

General

You can get IP zettings assigned automatically if your network, supports
thiz capability. Otherwise, you need to ask your network adrministrator for
the appropriate [P settings.

() Obtain an IP address automatically
&) Use the follawing P address:

IP address:

[172.188. 1 .15 |
265 255 255 0 |

Subnet mask:

Drefault gateway: |

] £ ok £ Fe e L gl g e b b L]
btain LM zerver address autormahcally

(%) Use the following DMS server addresses:
Preferred DMS server [ . . . _|

Alternate DNS server: [ : : ; |

[ 0K ][ Cancel l
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No. Action Comment
3. Since the IP address is now ;"’_ AT = D63 .
outside the configured address e ' e © ——
range, the access to the web- :
based management |S denled. . i ] The page cannot be displayed
The page you are locking for is currently unavailsble. The Web
* Click the [7) Refresh button, or try again later.
s If you typed the :91e_:?c re 55 in the Address bar, make
et connection settings are being detected.
Tou can set Microsoft Windows to examine your network
B e

RADIUS

The RADIUS function is used to protect a network against unauthorized
access by third persons. In this application, the SCALANCE W746-1 can
only log on to the access point W788-2, once the module has successfully
authenticated on the RADIUS server.

Table 6-4
No. Action Comment
1. Turn on the server PC that also

runs the RADIUS server and

connect all components to each

other (see Figure 2-1).
adius Protocol

2. Us_e the freewa_re tool i Cudg:"A;ESSTR?W 5

Wireshark to view the protocol i 7 SR

Communication between the B ﬁrtrizzzas:;LE5;:::_;:icnzognmos505110302:7:1A7A

modules. B AvP: 1=18 t=Message-Authenticator(80): 615732547607 7EELFC207115CE2ZAGSTE
® AvP: 1=6 t=Serwice-Type(6): Framed-User(2)

The SCALANCE W746-1 sends 8 AR 1ol Lalszratignecl): WAS\000

a query with the configured e TUCL2): 1488

. AVPr 1=25 T=state(24): 178A02BFO0OO0L370001ACOENLOZO0000003165CO7B700
IOgIn name and paSSWOfd to M AVP: 1=20 T=Called-station-Id(30): 00-0E-8C-Al-43-CO:BlackHole
. + 1 1=19 =Calling- fon-1d(31): 00-0E-8C-98-C1-F1

the SCALANCE W788-2, which 8 Mvei 18 T T Er It W

passes on this message to the e SNl G e
e : 1= =EAP-| (79) [11

RADIUS server. ok T S A el oS

H . i  I= =| —| a7 ¢

Login name: W746 Sl it | N

Password:

RADIUS_Authentication
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No. Action

Comment

3. Since a user with this data has
been created in the RADIUS
server, the SCALANCE W746-
1 is allowed to access the
network.

= Radius Protocol

Code: Access-accept (2)

Packer identifier: Oxa (100

Length: 271

Authenticator: LEFF7COBECOSBEG7DE44A5122D011A56
[This is a response to a reguest in frame 244]
[Time from reguest: 0.002818000 seconds]
attribute value Pairs

@ avP: 1=6 t=Framed-Protocol(7): PPP(1)

= 1 = =Typeltil n-User (1)
service-Type: Login-user (1)

[ AVF: 1=6  T=EAF-Messagels9J) Last segment[1]

avP: 1=32 t=Class(25): 538505C5000001370001ACOE0L07OLCEFBAGTICOE0040000. . .
® avP: 1=16 t=vendor-specific(26) wv=microsoft(311)

E AvP: 1=51 t=vendor-Specific(26) v=Microsoft(311)

® Aave: 1=38 t=vendor-specific(26) v=microsoft(31l)

® AvP: 1=58 t=vendor-specific(26) v=microsoft(31l)

AvP: 1=18 t=Message-Authenticator(80): DEB763D122045FEG58505267089100A8

4, As soon as you exit the
RADIUS server (e.g., by
shutting the computer down)
and restart the SCALANCE
W788-2, the SCALANCE
W?746-1 has no longer access
to the network.
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6.4 Diagnosis scenario

Article ID: 30805917

This chapter illustrates how the Syslog functions and SNMP variables in the
SCALANCE can be used for diagnosis.

Syslog
Table 6-5

No. Action

Comment

1. Disconnect the cable from one
port of the SCALANCE X308-2
or the SCALANCE X414-3E.

The link down is transmitted as

[t b serre g termsda) alBlx]
Do [k it top

C B [Caple @ (el 7]

Priceity Massagn
TR 0B 2008 OZ0Z43 Locall Debug 17215813 [LOGIABLE] Restart 14 0036 1B (RISTP: lopokogy change detected
OBOBIU0N UFUFAY LoclDsbog 17215073 LLOGIASLE] Mestarl 14: 003618 (USTP lopokoge changs debscted
OB0BI000 (FUFAT Lol Debeg 17215014 (D0 epsrt LIVIL
OB0BI00N (FUF1F Lol Debeg 17215015 (D0 fepsrt LIVIL

2. Restart the SCALANCE by
briefly switching the power
supply off and back on. As
soon as the SCALANCE
reboots, a Syslog message is
sent.

a short message to the server. ] o
If the topology is also changed

by this, a Syslog message is

sent to the server.

B D e ey e

[ A B [Dnpher 00 Dottt =]

[ Batn ] Tas [ ety ] oineme |Messesn B
(0082008 807 18 Locel Debeeg 172 V5817 %Y‘lllﬂ“‘! 082 01 Crwerlap AF ol AF Wlack Hake” 19006 S A1 43 08 boured m chamned | |rgnad

00082008 B2O7 18 Locall Debug 17215017 LAUTHLOG) 0002 03 devace 0505 5T 3803 F1 mth cvent ‘s porees repeet S chens”
9000 2000 B0P09 Local Doty 17218013 |LOGTASLE] Nesbt 15 08202 Oreriag AF It AP Forkoch” |00 0 -0C-A1 43 0] teursd on chanred 4 |sgnad €1
b7

00002000 G206 43 Locall Detug 17215015 §008 Mep LEVIL (3 rapukag
00082000 BTDRAT Locall Debusg 1721513 e pE Seimcted
06092000 #0205 47 Lt Dby 17215011 |LOGTARLE] fimitint 15 (081 75 [RISTF topuokegy eharape detmeted
00002000 G206 A7 Locall Dobug 17275811 15 EE T PR e—
00097000 BIDGAT Locall Debusg 172 1M1 5 me pE r—

SOOI B706 40 Leiall Dol 172 VER1 T LAUTHLOG)S001 T3 devaim D005 55300051 mth st " poress snpet iy short”
0002000 G206 Locall Debug 17215813 SCABLN T it vt

3. Open the web-based
management of any
SCALANCE and log on using a
wrong password. The Syslog
server receives a message that
an IP address with a wrong
password attempts to access
the management.

90.00 2000 SIS0 Locall Delasg 17215013 LAUTHLOG) 8001 28 derecs 080K 8096141 mith svien “chond scthrntc beck
0087000 EFIEIE Lecall Dol 17215817 - e -
SOOI SIOGTE Loeall Delay 1TIM1T LAUTH R e — -
(S0.08.7000 S2066 Locald Dotarg 172 V1T LAUTHLOG) 9001 13 devite DB-05-5C90 1 51 mih evend ‘hend dmshastissed 19a1em ¢ S ——
g s
(00.003000 EH0RT Locsld Debusg 12 THIT D LAUTHLOG] 0001 19 s 0808 80 99,051 ik svend Timesnt DOT_1_SEESION"
00002000 620556 LocaliDebug 1721581 LAUTHLOG) S0.00 5 devecn 050 80990111 mith rvesd ‘b perees sepeet S chent
ORI RISTT LocaOsbug 1721013 15 0T T pa—
S087000 S2UNTY Locall Doty 172151 15 0080 17 ETE pa—
0002000 S5 T1 Locakl Dol 17215813 15 000017 (RSTE et
0.0 200 E20ST1 LocallDobug 17218011 |LOGTASLED Masht 15 D380 17 WLAN 1 WOS 1 ap
0087000 EFUNTY Locall Dol 17275817 LAUTHLOG) 0000 16 devce DEOE 5C 30811 mith sy ‘chend atsoisted”
0608 2008 620571 Localh ety 172 15813 LALITHLOG) 9000 16 devace 09,05 45 98,011 math vt “clerd b stef”
00082000 620571 Lucell Debug 17275013 15 008015 IEIF Bebrcred L |
e o | o

i al0i x|
o 0% pe Heee teo

| [0 A 0 [Duptes s morsn <]

[ Time Priosty | Novname | Messege o
B0 7000 02005 Locall Debuy 172 19013 LAUTHLOG) 000347 devion 00 00 3G G111 wth wreet hadss sevess repect (s chent”
D000 020852 I [ 16 000338 Falie LT

|
T [T o [ morsom
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No. Action

Comment

4, If a SCALANCE finds several
radio networks within its
environment, it sends a
message to the server.

-8
[

| B [Dnpher 0 Dty ]

Bain Tom | Pooeiy | Woiness | Hessee 2]
O O TSR | DR LI LT R P T WS S Wl R oF Aot BESENC A - Wt W | U

00082008 B2O7 18 Locall Debug 17215017 LAUTHLOG) 0002 03 devace 0505 5T 3803 F1 mth cvent ‘s porees repeet S chens”
9000 2000 B0P09 Local Doty 17218013 |LOGTASLE] Nesbt 15 08202 Oreriag AF It AP Forkoch” |00 0 -0C-A1 43 0] teursd on chanred 4 |sgnad €1
b7

80,00 20001 G064 Lncal Doy 17218015 00 flopan LEVL ",

0600700 820647 Lncall Dot 1721813 maE pEr ectea

00002000 G067 Lneall Doy 17215811 5 0 TR et

0000 20080 62042 Locall Dot 172 75011 15 B pe—

V000700 820647 Lncall Dot 17211 15 0 PR

(0000, 7000 62:0645 Lokl Dty 17215817 LAITHLG) 5001 T3 devate 06,06 5538111 mathe v "imbus soress et St chord”

0NN SIOT LocalDsieg 17215813 AL vt

00007000 820678 Locall Doty 17775017 LALIFHLOG) 000178 devces 0808 5536141 mihs v “clond astbenicsind”

89007000 EF 0626 Lecall Dol 172151 BT it e r——— =
o avv

S e LBy TS LTI ACICTIT it et Tt

(B008.7000 02065 Losall Dol 17215817 SCIENT i v [remsr—
[y

S808700 EF0GIE Loeskl Dol 17275817 LAUTHLOG B0 01 19 deyace 0508 55981 71 mith v Timsoss DOT_15 SESSION"

(80002000 62055 Locall oty 17215813 LAUTHLG) S0.00 43 devace 0806 498111 mith v b sarves ot ot chond’

0000 500 0T Lol Do 172513 15 o 17 e dotmted

S087000 S2UNTY Locall Doty 172151 15 0080 17 ETE pa—

(000200 E2ISTH Locakl Dol 17215813 |LOG 15 000017 (RSTE detemted

B.08700 E2IRT Locall Debug 17218113 |LOGTASLE] flavimt 15 G080 17 WLAN 1 WDS 1 wp

0087000 EFUNTY Locall Dol 17275817 LAUTHLOG) 0000 16 devce DEOE 5C 30811 mith sy ‘chend atsoisted”

0002000 S2USTH Locall Dby 17215813 LAUTHLOGHS0.00 16 devacm 0805 4981 1 miths v clord stbaric shnd”

00002000 621571 Lncal) Ot 17215813 15 0 1S M1 e =

o [Gun | [ [oson om0

Network visualization

The network visualization feature via WinCC flexible can be used to display

and monitor components.

Table 6-6

No. Action

Comment

1. Start the WInCC flexible as
described in chapter 4.2.4.

2. The general overview shows
the status of the network in
WinCC flexible.
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No. Action Comment
3. Remove port 6 from the
SCALANCE X308-2. First of all,
the modules displayed red are
no longer available. Only after
the topology has changed and
an alternative path (i.e. via port
9.4 of the SCALANCE X414-
3E) has been found, the
connection has been re-
established. The reorganization
process can take some
seconds.
4. Clicking the SCALANCE W746- -
1 opens the information page. "
Data on the own WLAN L
interface and on the connected '
access point is displayed here. L]
SCALANCE W746-1
Power Cver Ethernet Inactive
Power Chwver M12 active
WLAN INTERFACE
Channel 1
Encryption Yes
Mode mode-80211b
MAC 00.0e 8¢ 98.c1.f1
State apris-down
AccEess PoInT
MAC 00.0e 8¢ .a1.43.c0
Auth, Type wpaz
Shate ap-connected
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No. Action Comment
5. Return to the overall view and R SMATIC WIncC flxibla Runtima = [5]5)
click the SCALANCE W788-2.
A new window opens and u - 3
displays information on the ;;_|
WLAN interfaces. e
SCALANCE W788-2
Power Over Ethermet inexctive
Powwer Crver M1Z active
WLAN INTERFACE 1 WLAN INTERFACE 2
Channel 4 1
Eraryplion yes yes
Maode meode-BE0211g meode-E021 10
MAaC 00.0e Be.al 43608 00.0a 8c.al 4300
Stabe s rlsp
== (e Al Bata
CLIENT/AP 1 CLIENT/AP 2
MAC 00.0f 3d.c2.1d.03 00,028 95,01 f1
Interface wirgless2
State associated
6. Return to the overall view and i SWATIC WinCC flexible Runtime
click the first SCALANCE
W788-1. A new window opens
and displays information on the
WLAN interfaces.
SCALANCE W788-1
Power Over Ethernet Inactive
Power Over M12 active
WLAN INTERFACE
Channel 4
Encryption ves
Mode mode-80211g
MAC 00.0f.3d.c2.1d.03
State ap-is-up
51D Alpha
CoNNECTED Access PoInT
MAC 00.0e 8c.al 43 b8
Interface wirelessl
State ap-is-up
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No. Action Comment
7. Return to the overall view and FY SMATIC Winc flexibla Runtima E =
click the second SCALANCE '
W788-1. A new window opens ik
and d|s_plays information on the = I
WLAN interfaces.
SCALANCE W788+-1
Power Cver Ethernet Inactive
Proweer Owver M12 activiz
WLAN INTERFACE
Charnel 4
Ercryption =
Maode mode-E0211g
MAC 00.0f.a3.0d.7f.a4
State go-isup
5510 Alpha
ConnecTeDp Access Point  ConmecTep Access PoinT
MALC 00.0f.3d.c2.1d.03 00.0e.8c.a1.4308
Interface wireless 1 wirelass |
State aprls-up apris-up
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7 Glossary
Table 7-1
Term Description
WDS Wireless Distribution Service; radio
network consisting of several access points.
MIB Management Information Base; a tree
structure containing all the data relevant for
network management with SNMP.
SNMP Simple Network Management Protocol;

standardized protocol for transporting
network management information.

RADIUS Remote Authentication Dial-In User
Service; protocol for authentication,
authorization and accounting of users in a
network.

RSTP Rapid Spanning Tree Protocol; protocol
for switching off redundant paths in meshed
networks.

Syslog Protocol; transmitting of messages to a
Syslog server in a network.

SSID Service Set ldentifier; name of the radio
network
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literature.
Table 8-1
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\1\ | Reference to http://support.automation.siemens.com/WW/view/de/30
this article 805917
\2\ | Siemens | IA http://support.automation.siemens.com
Customer
Support
\3\ | SCALANCE X SIMATIC NET Industrial Ethernet Switches SCALANCE
Manual X-300 SCALANCE X-400 Configuration Manual (BID:
19625108)
\4\ | SCALANCE SIMATIC NET SCALANCE W784-1xx / SCALANCE
W78x W74x-1 Operating Manual (BID: 27094182)
Manual
SCALANCE W SIMATIC NET SCALANCE W788-xPRO/RR und
Manual SCALANCE W74x-1PRO/RR Operating Manual (BID:
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